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Thlrd-Party_ IS the identification and evaluation of
cybersecu"ty cybersecurity related risks in third-party
Risk relationships and the application of
Management resources to monitor and minimize the

impact of unfortunate cyber events.
(TPCRM)
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The Gartner TPCRM Life Cycle
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The Gartner TPCRM Life Cycle
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What Effective TPCRM Looks Like

TP = third party

JAN

Risk management
and resilience

Cybersecurity’s ability to:

* Implement TP controls

* Detect TP cybersecurity
incidents

» Contain the impact of
TP incidents

TPCRM effectiveness index
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Influence on business
decision making

Cybersecurity's ability
to influence:

* TP contracting decisions

* Escalation of risk-
acceptance decision to a
risk-steering committee

* Implementation of
controls by our enterprise
and the TP
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Resource
efficiency

TPCRM operations are:

« Commensurate with level
of cybersecurity risk

 Scalable with a
growing TP volume

» Conducted at a speed
that business partners
find satisfactory
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5 Imperatives for
TPCRM Success
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Make the most effective division
of labor in TPCRM transparent

Focus first on enabling sponsors at the

“bookend activities” in the TPCRM cycle — sort out
accountability for the lifecycle activities.

Codify third-party cyber-risk
management into policy

Install outcome-driven metrics that
reinforce a risk-based approach to TPCRM

Prioritize your investments
in TPCRM technology
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