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The Role of Courts In Our Democracy

7 Access to Justice

7 Public Trust and Confidence

= A Place to Be Heard, Resolve Disputes
and Conflicts, and Improve Outcomes




Oregon Courts — A Unified Court System

200 Judges
1,726 Staff

Serving 4.24 million Oregonians

Oregon Supreme Court
Court of Appeals
Tax Court

27 Judicial Districts
Circuit Courts in every county

Office of the State Court Administrator




Secure Partner Data Integrations /| Exchanges
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Secure Partner Data Integrations /| Exchanges

Five Types

of
Integrations

Internal Only

Automation happens inside the case management system

Outbound

Data is compiled and transferred outside of Odyssey,
and often outside the OJD network

Inbound

Data is brought into Odyssey, often from an external
source

Bi-Directional

Transactional requests and responses

Web Services

Harness the processing power of the internet




Information Security

Enterprise Information Security Office (EISO)

Staff assigned

Certified Information Systems Security Professionals (CISSP) STAPNOII)_II-\CI:%T)IS "

Years of service within the Information Security Office 050.20.01 OJD Equipment Use at Non-OJD Locations Polic

050.20.02; 050.20.02-St | Mobile Computing and Storage Device Policy and Standards

050.20.05; 05.20.05-St
050.20.06; 050.20.06-St
050.20.07; 050.20.07-St
050.20.08

050.20.09; 050.20.09-St | g smt. o icy & Standards
050.20.10; 050.20.10-St| Cryptographic Control for OJD Information Assets Policy and Standards
050.20.11;050.20.1 I-Stl Intrusion Detection and Prevention Policy and Standards

050.20.12; 050.20.12-St| Cybersecurity Threat Management Policy and Standards

050.20.13 Information Security Awareness Communication and Training Polic
050.20.13-St| Information Security Awareness Training Standards

050.20.14; 050.20.14-St| Network Management Security Policy and Standards

050.20.15; 050.20.15-St| Information Security Risk Management Policy and Standards

050.30.01 Software License Polic




Information Security

OJD contracts with a private vendor to conduct annual OJD contracts with a private vendor to conduct annual
external and internal system penetration testing. information security awareness assignments.
Penetration Tests Conducted: Training Assignments:

= Q22013,Q32014,Q32015,Q4 2016,Q4 2017, Q4 2018, % 2021:48 assignments; 1,800+ participants; 100% participation

QI 2020, Q4 2020, Q4 2021iC S, »  2022: 49 assignments; 2,000+ participants; 100% participation
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