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The Quickening Pace of Whole of State
In the News

— Enhancing Local 
Government Cybersecurity Through 
Collaboration and Shared Services: A 
Repeatable Approach for Success –
Pennsylvania

— Cyber Grant for Local and 
Tribal Governments in Arizona

— Collective Defense and Support: 
A Whole-of-State Approach 
to Cybersecurity, North Carolina

— Improving the Security Posture of Local 
Health Departments, Indiana
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The Challenge
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Current State of Cybersecurity Across States

Lack of 
coordination

Lack of
visibility

Lack 
of governance

Ineffective
implementation
and validation
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The Result
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 Increased costs to protect
 Gaps in protection
 Failure to maximize resources
 Tools that don't integrate
 Slower response to incidents

 Constituent services and data are 
at risk.
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Whole of state Is
 A cybersecurity strategy between multiple levels of government – State, 

Cities, Counties, K12s, and tribes

 Coordination and standardization of governance, implementation, and 
validation

 Combining resources to find better ways to share information, respond to 
incidents, address workforce challenges, and standardize tool solutions

Whole of State Approach to Cybersecurity
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Governance, Implementation, Validation

Policy, Funding, Support

Information 
Sharing

• ISAC/ISAO
• Communication 

Platform

Incident 
Response

• Cyber Reserves
• Regional SOCs
• National Guard
• Fusion Centers

Workforce
Development

• Virtual CISO
• K-12 and Higher 

Ed Programs
• Internships

Standardized 
Tools

• Cyber Assessments
• Security Awareness 

Training
• Information Sharing 

Platform
• Future needs 

aligning to NIST/CIS
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National Whole of State 
Initiatives
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Whole of State – Regionally/Nationally
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• Indiana 
– Governance, resources, Info Sharing, Incident Response

• New York
— Cyber Command Office

• North Carolina
— Governance, information sharing, incidence response

• North Dakota
— Information Sharing

• Oklahoma
— Cybersecurity Grant Program

• Pennsylvania
— Information sharing and Security Awareness training

• Texas
• Regional SOCs

• NGA – 38 Governor's Sign Whole of State Compact
• NASCIO – 2022 Positive Trends
• CIS – Why Whole of State is the Way Forward
• NACO – Whole of State and the Arizona Experience

https://www.in.gov/cybersecurity/education/
https://www1.nyc.gov/office-of-the-mayor/news/088-22/mayor-adams-governor-hochul-joint-security-operations-center-combat-cybersecurity#/0
https://www.nascio.org/wp-content/uploads/2021/08/NC-JCTF-NASCIO-Nomination-2021-Cyber.pdf#:%7E:text=NC%2DISAC%20provides%20a%20central,with%20local%20government%20where%20permissible.
https://www.riss.net/impact/north-dakota/
https://oklahoma.gov/omes/services/information-services/cybercommand/newsroom/2022/state-and-local-cybersecurity-grant-program-update.html
https://www.oa.pa.gov/Programs/Information%20Technology/cybersecurity/localgov/Pages/PA-ISAC.aspx
https://www.govtech.com/security/texas-dir-announces-regional-security-operation-center-partnership
https://www.nga.org/publications/a-compact-to-improve-state-cybersecurity/
https://www.nascio.org/press-releases/cybersecurity-survey-of-state-cisos-identifies-many-positive-trends/
https://www.cisecurity.org/insights/blog/why-whole-of-state-cybersecurity-is-the-way-forward
https://www.naco.org/events/whole-state-cybersecurity-counties-are-not-only-one-piece-pie
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Questions
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