Terms Definition 1 Citation 1[1]  Definition2 Citation2  Definition 3 Citation3  Definition 4
accountability be based on O/IEC_TS_ “accountable" (adjective vs. noun): answerable for actions, decisions, and. 1S0/1EC_TS_
regulation or agreementor through assignment as part of delegation;2)For  57232022(en)  performance 57232022(n)
systems, a pr i,
h ) an individual or
1 deliverables or tasks,
the resultsin a ransparent manner.
accuracy Closeness OkCD Aqualitative assessment of correctness or freedom from error. FDA_Glossary easure of an It FDA_Glossary percentage of
statistics were intended to measure. is.a function of precision and bias specific data st
IS ypically estimated using st or “hold out” sample, other than the one(s)
incorrect predictions on the same data. |
Ustun,_Berk the system have they Varshney, complaints  Voight,_Paul
input variables. receive _Kush and disputes are investigated and expeditiously resolved at 10 cost 10 the
individual
Raynor q o sometimes settles_active  the pr d Freeman_et_a
to specify test regions to improve their ¢ poir design” [ bfild of i 2009 passively an expert 12014
choose a new point x,abserve the output and incorporate. me new 5] pls generally, arifcial intelligence. The key hypothesisis that, f the learning involves group work.
algorithm is alowed 1o choose the data from which it learhs—to be “curious’ i
and clustering functions youwill—it will perform better with less training,
gagent [ Russell_and_N
1o ts training data, in contrast to @ passive learning agent, which is imited to a
fixed policy].
activity or IEEE_Guide_I Set sk
compound. PA
ADP) agent takes advantage of the Russell_and_N A means of Russell_and_N
programming states e del that  orvig uses value oig
a process using apimaluse of the ocal condraits o i of states imposed touh the
dynamic programming. neighborhood structure of the environment.
Gama,_Joao
drifts
1 bad faith. FBPML_Wiki
NISTIR_8269_ pib Zhang,
worst- Draft perturbations _vonggang
causes a learned model o output an incorrect answer.
oL “The field I Vorobeychik
learning the study of n Settings and to develop techniques to make learning robust to
Sk comseqvnecr adversarial mam»ulauon
adversary " haps by NISTIR_8269_ Individua, zation,or csre
ereating an adversarial example Draft conduct decrimentatacies
dit oron  ECOA
counterof on
account o the
lorsubsantially alof o dlass i creinorsacoums o ) A efoniie
application for an inerease.
y Cadient _EEOC privileged and Varshney, far  HBR_Andrew.
disadvantage of members of a race, sex,or ethnic group. : d procedure. _Kush i Historicall Burt_how_to_
Quantified as the ratio: disparate impact ratio = P(5 () fav || 2= unpr )/P(5 (¥) of tatisti ensure
fav || = priv) where Py (X) = fav) s the favorable label, (2= priv is the have,for example, used a group fairness metric called the “80 percent rule” ics
privieged group, and (2= unpr) s the unprivilged group. Iso o he ratio’ par
impact 19705,
the selected
proportion of selected members of the advantaged group. A ratio below 80% s
Other h
&
t©
detect unfair outcomes in Al as well,
agile Gartner process NSCAI
principles of the Manifesto for Agile Software Development User
developers.
Alprinciples [an overarching concept, valu, belef, or norm tht gides Al declopment,  OFCD_CAL_re
e d deployment across the Al lifecycle. The OECD] identifies five commendation
-based principl
hy Al and calls o Al ctors o inclusive
h %
d
accountabilty
algorithm Asetof Compr its3p. Hutson, s o be allowed » Comptroller_0 t0a computer in order for task tof rules Reznik,_Leon fied i
n. send a reminder) or complex (dentify pedestrians). Matthew  More recently,the term b dopted to refer to a fice for a computer). number of steps
often by a computer.
biased i Elaterina_ct_
attitudes towards the algorithm compared to a human agent. al_2020
P a precise  Ben_Green_Yi
& ling_Chen
in
contrast
central focus and uses people to improve algorithmic performance, the
algorithm-in-the-loop perspective privleges people as the central focus and uses
for isolated
d terms of evaluation.
o e algomhmi decisions~—as the primary outcome of interest.
alignment Gabriel_2020
hllnof lment ha o porteTh Pt prt i chnica v s on
how
reliably do what they ought to do. ... The second part of the value alignment
question is normative. It asks what values or principles,if any, we ought to
encode in artifcial agens.
amplifcation “This eriterion, disparity amplification, deals with the veom. voking L consinuctspace] 1 and (prciction space] 1 be caegorica veom.avoking
disparity in positive classification rates, which i a widely accepted 1,2 model bt disparity amplfcaton 2021
¥ I RO 12 (-0 7). i the otalvrlaton dsance dfined
science. It stipulates that a disparity in the outpu e llows. Lt 700 1 bl rondom varsleswith (i svports
ofthe model i justified by a commensurate disparity and Y. Then,the tota variaton distance between Y0 and 1 s (10,11)
. O — e consirct, thersby allowing accurate modelscven when th base SENOUNT PeYOa] - PrfTior] In the special case where 1011 © {0.1), the
importance, or intensity) ify  predictive parity, and calibration do. total varation distancecan also be expressed as | Pr(20-1) - Pr(v1-1]}
analytics scientific & mathematical informs_analyt
analysis of proble ics_2022
analyts
edict ight on what will b
* prescriptive
advice.
annotation Further documentation accompanying a requirement. IEEE_Soft Vo [the act of] mak{ing] or furnish{ing] critical or explanatory notes or comment  Merriam-
cab Webster_anno
ate
anomaly y IEEE_Soft_Vo 5P800-160
based on it hardware  cab . or standards, or
products or reference documents. or experiences
anonymization The process in which individualy identifable data is altered in such a way that it LAPP_Privacy_ process dthe  CSRC
nolonger ques,  Glossary  data subject
primary s isthe most
basic version y a
values and makes
range (3-24), Noise addiio alkes deniyng valuesfom a given data st and
switches them
ot tha o hes proccsacs il ot furanic it i o loner
identifiable and have to be performed in such a way that does not harm the
usabilty o the data
dbenavioral existing physical  beh
characteristis to inanimate objects, animals, and in general o natural s AL that oo beyond what I ety dservable hism_in_Al_2
‘phenomena and supernatural entities 020 020
application A software program hosted by an information systerm. SPBO0-37  ARardware,/software system implemented o satsly aparticular et of cske software o a program that s specifc tothe solution of an application problem  aime_measure
requirements. ment_2022
citing 1S0/1EC
TR 24030
application sed tion Hands-
rogramming interface of t def On_Smart_Co
) the intermediary interface between the clent and the application. ntract_Dev
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. or estimates
the true values o the values aceepted as being true

concreten
we can think of them simply as being computed programs, written n some.
precise computer languages

Citation 5

1SO/IEC_TS_
5723:2022en)

garey_comput
ers_1079

Related terms

and synonyms _definition

counterfactual
explanation,
appeal and.
override

passive
learning agent

adversarial
perturbation

Are these
definitions of
whatan Al
principle is or a
listof
definitions?

pplicable



Terms Definition 1 Citation1{1] Citation2  Definition 3 Gitation3  Definition 4 Citationd  Definition 5
" awide variety of ¢ Brookings_nst ‘s as intell Wallace, _Brian AL AL Ethics_Mar
mclenc (6] oneactty Lo ahtber . the et s . itution broad range of probiems that require learning and reasoning which can onlybeapled o one patiear problem sk Ao ald “srong & Coescberg
Alas opposed to "weak' A
ek, dealing Reznik,_Leon Raynor the sudy o d o stimulat sn.mnm,m a field of study that and Wallace,_Brian
@ with maner tat seems ke an clgen rgani,schat  en el T ims consistent. ven yfor d_Viay human analyss.
‘with human intellgence, such as reasoning and learning. where alitle smarter templati Each engage in
expect. L vhere e ttempt , Produced b
eligent, comp he lower end P dlab
with e, spirit and semsitiity, though n reality, thy are iitations,
el The lication of d relevant IEEE_Guide_1
learning By 4 thaty P
trong Al
i
! s
purpose.
artifical narrow an Al system P " ECD_Artifci  Arcfcial Narrow Inteligence,also known as weak o applied nteligence, ALin_Medical
intelligence (AN)  reasoning task. al_inteligence i focus _Imaging_glos
_Society Narrow Als. Sary
for example, ook at
caleulus,
rificil which aims at
the.
systems.
ple, A good definition of AN, i given by Haykin (1] describing ANN as a massively  gurcsen_defni Definition 1. ficial Neural ithas
networks hich p Knowled tion_2011 SE), node (or End
1o external inputs. H
connections. Processing Flements (PEs), except start nodes and end nodes, x a state variable i
nodei xa link
, Xa real valued bias b d t
least two of p el
for given inpu.
the output of node k.,  each start node s connected o a least one end node,
hend
(each lnk (k) rom node Kk to node i s unique)
assessment Action IEEE_Soft_Vo  the act a actof  Merriam-
package or product for the ..unmcommmmmgmcmm orreleasc of the  cab e o APORAIAL Webster_asses
Software mole, package o sment
asset Item, thing, or entity that has .mnuax orscuallue oan organizaton.em  I5E_Sft_Vo
that has been designed for use in multiple contes aab
attack Aﬂmnlargelmgaleammgsyﬂemmcansemzl(unc’zmn NISTIR 8269_ Any kind of maliious activity that attempts o colect, disrupt, deny,degrade, or  CSRC
Dratt
autribute aasetof realor things that IEEE_Soft_Vo A e Kohvi_Ron  prope hat me_measure
characteristic of interest cab attribute type, which canbe taken a or automated means ment_2022,
citing 180/1EC
TR 24029-
audit Systematie, independent, documented process for obtaining tatements IEEE_Soft_Vo rsand  FDA_Glossary ftware process, orsetof  NASA_Soft_St tocompare ihelaborsony UNODC_Glos
of fact, formation and © aa ttest security and tandard andards e ry_Qa_GLP
e ulilled. iy p X licy and contractualagreements,or other crieria depend for
” il 1 jectively to determine e xtent t whieh i crcri re
fulfilled.
auditlog SPB00-37
and operations performed in a given period.
authenticity property that an entity s what it claims o be 150/1EC_TS_
57232022(en)
automation Independent P more

digital systems.

IEEE_Guide_I_conversion of processes or equipment to automatic operation, or the results of  [EEE_Soft_Vo 1
PA th P

automationbias  over-reying on the outputs of Al systems David_Lestc_ alon-
Morgin_brige barkat_human
s e soutces.nether words e scors re found o ancrialy sicte 207
ther decision making to automation.
autonomic 5 sensing IEEE_Guide_I
i . information — P
prsied of
g s
b
Jimitations arc, and how and why it is connected to other systems.
b Isable
computing envronment.
9 ensure the
process.
4 paiing
fouting functions away from
the roubie
9 . dencty, and atacks
to maintain overllsystem
security and inegriy.
0 3
ocol
)
o achieve full performance.
W users.
bus,tractor, i, et Introd
it cnvironment and moving safcly with tte o o human inpa.
Systems
autonomy The system hasa et of el dto DOD_TEVY  Lastatcof dividual ora APA_autonom
not e e )
system depi i
(with the for depressve isorder.
decisions)
2in
choice, considered
a fundamental psychologica need that predicts wel-being
avalabilty Ensuring timely and reliable acess to and s of nformation. Sp800-37 dataor. NIST_SP_800
an authorized person.
back test 2 model d The_Science_
trading perspective of_Algorithmic
Zirading_and
Zportfoio_Ma
nagemen
netsearn, outpuc Hutson, prop: Neural Networks Raynor
of _Matthew (ANNS).
exceution, ‘radient very slow to converge
» gh the the rror
h
L &3
reliable
bad actor Mark_Ciampa using ber secur d Thomas_Edgar
enterpriscs, governments, and users, a0 ool for personsl or private gain throvigh malicious or threat activiy
bagging , Breiman_Leo ronch boorstrap hastic_introdu
and using these to get an aggregated predictor then trin our method onthe bth bootsrapped rning st inarder o get{+h. ction_2014
) nd oty s he redcons. s b g 15 o 40, Ths
s called b
back-testing Comptroller_0
with modeled o ple  fice
4
horizon or performance window of the model
batched greg EEE_Guide_1
areable to their. Y
benchmark & Proced

problem,

however, the  DOD_TEVY.
todo.

system
p tasks that
simple rule-based responses).
property of 1S0/IEC_TS
S723:2022(en)
The t tothe

IEEE_Soft_Vo approach. 2 Comprroller_0
cab

Stheror toa andard

models.

olson_pmib_2
o7

learn
tterme i benehmandtoscts it hov b appied o sancards

ple p
existing methods are known to identify.
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bias. y In the context of fairmess, ted  Al_Faimess_3 ot orcD i favor of p or I_Ethics_Mar
bias the 60 distint from a random roup.Inthe contxt ofcthies and poltics h k_Coeckelberg
groups at systematic disadvantage. the average particular bias i unjust or unfair. [y
bi models. Al_Fairness
algorithm &0
bias testing As L reates to disparate impact,courts and regultors hve uiled or SPI270
disparse mpact Tradiions methods of statisica s esting ookt
differer n
o
the challenged pr of
chance or a nondiseriminatory factor.
big data " hts.  Brookings_Inst volume, variety,  NIST_1500
itution locity, and,
P s I
\miuunnred as free-t ﬂowmg infomtion.The anlysisof bi datasets often
not
prw\uusly apparent o researehers.
binning “bins; Py,
purp " _Dorian_Dat
ina data set. preparation_
as_a_Pr
biometric data personal data resulting from specific technical processing relating to the GDPR an biological, or behavioral luding  CCPA A y pe used to SP800-12
physical, anatural which I thatis used , o verify the claimed identity Facial
allow or of that natural h as facial or with other [ all
images or dactyloscopic data;
hut\snotlnmzed o ey ofthe i, e, Togeprie, e, band.pl, vl
Foceprim. 2 mimsie temploe. oravulcepnm can be extracted, and kzyslmke
patterns or rhythms, gait patterns or rhythms, and sleep, health, or exercise data
that contain identifying information.
boosting e q friedman_addi b tof aime_measure
versions of the  tve_2000 t0as "weak® with  ment_2022,
s«wu\(co’dcxmﬂusthu:prmll\o«l “strong" Pl
is currently misclassifying Learning
Glossary by
Google
breach he loss of control, compromise, unauthorized discosure, nauchorized csre
acquisiton. person other th a
authorized purpose.
Compl providing  IEEE_Guide_I Hochreiter,
" D) descriptive, predicti d limited [ task by _Sepp
related
set of knowledge domains.
buili-in test ystems, as SPION
opposed o, exteral swpport vl wich perorm et or seavence oftests to
hardware,
Sequencing, dataprocossing and readout i antware or ot systems.
bug-bounty Land  Kuehn,
_Andreas
s knowledie it heaprstor o partclar b wumy program (BBP)
q IEEE_Guide_I
et o bt nkcinghe fowsnd s e o nformion: PA
participants, and human or digital resources.
ol " tomat . IEEE_Guide_1
‘management trol, b i rtof  PA
s es, customer within
and beyond the enterprise boundaries.
business rule Defi dependency,or IEEE_Guide_I
tasks, of executionofa  PA
ra
business process within computing systerns.
calibration a suchas  CSRC operation that, under specified conditions,in a first step, establishes a relation  aime_measure. Set. tablish, pecified conditions, b UNODC_Gloss
UTC(NIST). When the calibration s finished, it should be possible to state the cer by ment_2022, g instrument ary_QA_GLP
q th d
d 1o Guide 99 of a measurand.
establish a relation for obtaining a measurement result from an indication
capability ‘measure of cap: ; person 1SO/IEC_TS_
its objectives S7232022(en)
case fe ent . IEEE_Soft_Vo
specifies the processing to be performed for each value of the control expression, cab.
and
overall construct.
tudy designs,and Jennifer,_Hill
data, The te
fect of a casal vriable (fen referred 10 a he trcatment undet a o0
conception of the word) on some outcome(s)of interest.
causative actingas the cause of something cambridge_ca
usative_2023
chatbot 2 for COE_AIGloss A chatbot is a computer pr Khanna,
ary Anychatbot _Anirudh
program understands one or more human languages by Natural Language
Processing
chorcography IEEE_Guide_I
particip: 3 Jler, responsible A
entity,or observer of the process.
classification AmA classes.

When finite set of
the learning problem is called classification, and is called Boolean or binary
classification if there are only two valucs.

classifier Amodel that predicts categorical labels from features.
clustering Detecting potentially useful clusters of input examples.
t and applcstionof bl machine erning
e soning o
aybe.
houghtof e coptive Wit cogmiive atomaton e ytem performs
2
d
of
information resources.
c o
~ Sense (perceive the world and collect data;
independent way);
and
= the
‘human brain.
column I the context of relational databases, a column i a set of data values,all of a

single type, ina table,

computer vision

1
United The software,

(COMPAS),

erime. Judges use

it po

higher
risk of recommitting a crime o recidivism

‘The digital process of percelving and learning visual tasks in order to interpret
and understand the world through cameras and sensors.

Al_Fairness_3
60
AmA ‘The basic problem of clustering may be stated as follows: Given a set of data

points, partition them into a set of groups which are as similar as possible.

IEEE_Guide_I
PA

IEEE_Guide_1
PA

techopedi-co
lumn_2022
Mehrabi,
_Ninareh

NSl ” tonly of

nt_2022,

m."g is0/tec
™

aggarval.clust he endencyfor tems t be consistently gouped tgether nth course of
ering 2013 recal. apparencin

APA_clusterin
animals, are recaled together: 1

NESIR_82-
2582

people or
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\thet
0220802023 fothet ITEheta_ hag = tvets o cvry posaie e af et I
ibiased, the difference E(\theta_hat) - \theta i called the

bias of \theta
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Terms Definition 1 Citation1[1] Citation2  Definition 3 Citation3  Definition 4 Citation 4
concept drift Useofa i spizi0 p Gama,_Joao dit ratings or computer Raynor
of performance gaps between laboratory settings and the real world. and the target variable changes over me. h
areracking hanges. This s eerrd o g concept it This can iher bea
anactive
v e
confidentialty , usually legisative OECD ctions on css and discl s property that data or disclosed to NIST_SP_800 A property that , processes, cisa
‘measures, which prevents it from unauthorized disclosure. propr . persons or processes. ey have been authorized to access the information.
Size L, where L is the number of different label values
consent “Consent of means any frecly given, specifc, informed and  GDPR sent” ecifc,informed, cepa
he orshe, by a mdmauon O he consumer s wishes by which the consumer, or the consumer’s
statement or i b " i power of attorney,
of personal data rlating to him or her. orbya
the of a general
o broad erms of us, o imiar ocumen, that contains descriptions o
other,unrated
H or piece
Lk
use of dark patterns does not consitute consent
1SO/IEC_TS
< P more Sos. S7232022(en)
useful system by itsef,having its own development, management, uiization,
I u
capabity of the SS).
constraint what may a terms of the  OECD Alimitation or implied IEEE_Soft_Vo
content or,for data oni i the 3 the cab
Specfc atilptes (1efned by th dta stracture may be attaches enterprise
iswarranted  Wieringa, eronbach_con b fink_survey_2 var that  jacobs_measur
with respect o the research goals and questions. _Roel_J quality whichis not “oper I The problem  struct_1955 It o0 from del ement_2023
E experimentaly useful.
performance?”
content harms the 1, physical or other Chi_Gao_Ma
content validity twhicha fink_survey_2. the extent to which a est measures a representative sample of the subject APA_content_
the skills o characterisics it is intended to measure. oo For cxample to al
third-grade level, how well
‘Mod
»
analysis and other multivariate statstical procedures.
contestability laim, legal d tc.is one th cambridge_co
about or try to have changed because it may be wrong ntestable_202
3
context The context perspe an  OKCD ‘The immediate environment in which a function (or set of functions in a diagram) IEEE_Soft Vo _the interrelated conditions in which something exists r occurs. Merriam-
object is defined or used. operates caby Webster_cont
context control
y th suffcient gits purpose that it [EEE_Guide_I
dutilty of data and PA
context-of-use ‘The Context of Use is the actual conditions under which a given interaction_co . goas,tasks L 1So_szartn
, or will be used to day working  ntext_2023 Jtural tem, 2018
situation, procuctorsevice is used;.] can ncude the neractions and
systems, products o
controllabilty property of a system that allows a er 1S0/1EC_TS_
ystem's hete 5723:2022(en)
control class nist_statistics
s 2012
o
d
establishing the natural experimenal error.
controller o i per orother  GDPR
Which, slone ot Jon withothere, deterincs the purposes and means of
e rocesin o persondt s where e prposesand means o such
P Union or Member
State law;
copilot A product or service that provides assistance using, incorporating and /or based
dvanced .
eq a
content generation in response.
iy IEEE_Guide_1
topics tobe  PA
sed by software systems for which useful analysi, prediction, or outcome is
beingsought.
correlation OkCD dy_2, denoted \rho _ box_statstics
quantitative. [ o e rmoly 13- Cony ey ARy s 3 2005
V had values  wachter_coun
explanation (¥1,12,..) associated with them, IV instead had values (1, 2...) score p would  terfactual_201
have been returned. 8
Our kusner_counte Give P h ay Kusner_counte A clas aime_measure
fair towards an individual i it the same in 3) the actual world and (0)a actual 2017 repr doutpu ofnerest ractual_201 itd except ment_2022,
belonged Vi), whe for ing Machine
group. o We postse he Iollowingeerion o preicsos o 4 Defnon . aming
redictor ~ model Glovary by
context X~ xand A=a, P(~Y_{A<-a) (U)=y| X~ A=) = P("Y_{A<-a)U) -y Google
1 =A=3) () forally and for any vl  tsibi y A
Actions, d dures, techniques, or $PBO0-37 ced: oppose (i, counters)a GWUC
et sl of o e by i o prvensimg . o g
can be taken. '
fnk_surey_2 aninde of o wel st corctes withan ctblshed sandard ofcomparson APA_crcrion
or to those obiained from other, more well-established (i. a criterion). _validity
surveys. Cierion ity s made up two concurent iy, and etrospective vy For example, i  messure of
subcategories: predictive and concurrent. Predictive ]
vty et 10 th cxtent o which survey measare it (ol e e te reroracmmm\lwolx\uon o)is
forsastsfture erfomance A gracuate sl enry
examination that predicts who will o well in graduate
Sehoolhas predictie valdy. Concurrent vy
is compare favorably with one that s already considered
vali.
crowdsource atypeaf dividual, an institution,  non- Enrique

eybersceurity

dark pattern

data

data analytics

profit organization, or company praposes to a group of individuals of varying.
Inowiedge,heterogeniy and number via  flele gpen cl,the volntary

the task, of

Gty and i their work,
‘money, experience, L

will need, 1

A-esteer while the
bt and e i
to the venture, pend on the type
service. IEEE_Guide_1
PA
Prevention of damage to, protection of, and restoration of computers, electronic SP300-37
3

therein, wegrity, auth d
nonnvuduuun

‘Dark pattern” means a user interface designed or manipulated with the e
substantial effect of subverting or impairing user autonomy, decisionmaking, or
choice, s further defined by regulation.
I information, 3 il oECD aime_measure
observation, for communication, interpretation or processing ment_2022,

citing ISO/IEC
IR 24029-1
‘The analysis of data to Brookings_Inst i ng raw OECD the process L orq iques toa set of APA_data_ana
techniques to find trends or patterns in the data, which give them a better itution ted in the form of a published analytical article in order to add value e ‘to find general ysis
D patterns.

andimprove
operational efficiency.
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safeguard;
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Terms Defiitont Ciation1 (1 Ciaton2  Defiitions Citation3 Defiiton Citations
daa cleaning DaClsmingisthe ross iy, oo, g o oo,
cormupt dtare i
data conrol Banvte
daa dedging e satisical s in which st hge mambers o ypothesesofa daasemay  Sp70
appear when h
ronsgificant
daa ait Microsot_zu
re-ocumenta
ion
daa-driven Dot provos_data_
the antysis o data rcher tham purely onmition S
daa tabric 4 IEEE_Guide_t
ps \ IS
Ccton,and or resenp
daa tusion A prcesn it ety i sy s s red SO he process of
andorcorrlted han tht provided
Asetof csre o practices and technlogies,  NIST_1500
theen cesary o e s et wh o ornson
nda managed by the
nierprise
daa minig .+ Brookings_inst Data Mining s the Ranschaert, sime_measure
rends, patern, onap  ituion finel d i ' nen_202
rocciscs s potenil reltonships and mpacts i so/ec
shed i
lgonthin, especily machine leaming, tha tragional sariccs.
daa pine a discrte i of Iformatin, TechTarget_da the information we feed intothe machinelearning model oo
apont dna s
daa polsoning pbletodata  tcinhardt,
e acoh
Gicorupng the learned model
hameed_dta_
aty wing o » 2020
Srueturst and syt vl
data oy Comptsollr_0
unchatevabe o Immessurale fce
daa qalty dswhen IEEE_Soft_Vo e IME dfiitionofdata qualty”are: orcn
sed under specfied condiions ab
g
" mechodulogical suncness
 accuracy and rlbiley;
Senvceanlty
sy
quali.
legaland nstutonal environment
resources
* qualty awareness.
daa scince or Da Ranschacrt, il trougha NIST_1500 Jgorithms,and _ties_ar
s fom dats i processof conc manit an g ¥ Cocercer
lcrent surees Gt Tod ahen s in this fikd Nt to amayls o data.
.
nrpreacon of s
daa scientist A regmesol  NIST_1500
iy and o
engineerng 10 maage th end-Lo-end ta processe nthe anayic e eyl
daa seoding IEEE_Guide_t
o
Gomain
process Isdentifid,extracted,  Furche,_Tim
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Terms Definition 1 Citation 1[1]  Definition2 Citation2  Definition 3 Citation3  Definition 4 Citation4  Definition s
dinf g g IEEE_Guide_I
happen”” P
the cause(s)of an eventis),
deterministic modelling [that] produces consistent outcomes for a given set of inputs, Sourabh_Meht
regardiess o Jeulated. a_deterministi
None. and each <
r solution.
The 110 the model, It
‘make allowances for error.
An algorithm that, inputs, always csre
developer Ageneral SPBO0-37  Individual or org: IEEE_Soft_Vo
s ; and product design, testing the systemor  cab
resellrs. s ly process.
within organizations or through external entites.
dignonicandyies s eportng and lormion s he auston, Wy idsometing [ Guide|
thecausels)of an v
diagnostics Pertaining to the detection and isolation of faults or failures IEEE_Software
_Vocab,
privacy- D and D' that differ in at most one element, a randomized gong_different
enhancing._tec . Yo ial_:
inecionof s’ Noise s a random alterationof Gt nadtase o that nclgies”anysbset ofthe utput S35 S site: \beginieguaton)
toreveal. A PAMD) N S] e explepsion)*P{MD) \in S+ \dlia
porton sapett of derchi vy o bonepe o epshon o £ wch \endfequati
determines the level of added noise. Epsion i aso known as the “privacy budget” Furtherore,when $\dea - 05 an algoithm M s saidto guaranee \emph
or“privacy parameter” {S\epsilon$-differential privacy]
two appl hunter_differe
unequal thatis, i - pa. ntial_1979
digital abor Di finformation IEEE_Guide_I
r o PA
by
human labor.
automation new work  IBEE_Guide.|
output as applied in a business; the manifestation of digital Iabor.
The dimension of an e I opologiel measure of th e of Wscovering. | wlftam_math | Ditinct components tat a lidimensionl contruct encompasees IEEE_Soft_Vo,
properties . specifya caby
point on the object.
dimension reduction  Dimensionality reduction i the process of taking data in a high dimensional  Shalev-
Shwartz,_Shai
discrimination Zliobaité_indr
than on individual merit
parate imp: Facially a Lipton, s S Definition 6.2 friedler_comp
impact on members of a protected class. zachary  BY=1|S*1/P[Y -1]S-1] arative 2019
Lipton
_zachary
tests for voting clighily)
distributional for Meinshausen,
robustness just asingle target distribution. _Nicolai
diversity fers to anything [ ding. Seth_Boden_2 Diversity: lfe  GWU_diversit HUD. diversity the practi of including th many communiie,dentite races,cthnicites,  EO_DEIA 202
020 y_and_inclusi_anoth (s more than _and_inclusio d cultures, and beliefs of the American people, including 1
ideas, backgrounds, and opinions people bring. race. Jass. gend . this. We allbring persp lifestylesand 0 v commaniin.
country of origin, abilty, intelectual raditions and perspectives, as wellas I : the p
ltural, political A respect. 3
excellence in teaching, h, scholarshi , experience,talents,
support services. ployee. Diversi
luding but
notlimited . language, race, color, disabilty, eth bt
age, rel veteran
u i
ntly and effectively.In simple terms, diversity i the mix,
IEEE_Soft_Vo
describing, defi yi i cab
procedures, or result.
domain Distinct scope, within  common  IEEE_Soft_Vo dats functio P800-160 pecific field igeor expertise aime_measure
ules observed, and over which a distribution transparency i preserved. cab and (3) 2022,
protection needs. cmng 1S0/IEC
entialaspects  McCue_Collee
of a specific field of inquiry. n
domain shift Differences between the source and target domain data Stacke, Karin
¥ “The p Kelley_dogioo
champagne how well it works and where improvements can be made. ding_2022
P ‘The p pa be utilized based on IEEE_Guide_{
the conditions present at the time of execution. PA
protocol to Reznik,_Leon  An attack in sk Aform o in which the. p NIST_CSRC_ parties NIST_CSRC_ in
p used in a subse can'be used selec morcofthe  man-in-the-  in order t them. man-in-the-  system so
‘masquerade as the claimant. ‘masquerade as the claimant. entities involved in a communication association. middie_attack auth the attacker would be d verifier, - middle_attac
or ber and CsP
during authenticator binding.
edge case. bl orsustion sl in computerprogramning Ut orly bppers . b
the highes ange
effective challenge  The concept to improve Al ' l)nmell,(‘mx,
financial servicesorganization n the US. interpretation of an ffective Hall
00 res
nmtosc O courees s e f ehecine cnarengs a0 N.»m,.u»
ol ack-star” e a scientiss.
embedding fold, graph, ficld,  wolfram_math
et suchaway 202
are preserved. For exampl »
s and times, ets, and
raph embedding preserves connectiviy.
One space X is embedded in another space Y when the properties of Y restricted
to X are the same as the properties of X.
emergent isks
emulation The IEEE_Soft_Vo
) cab
and achieves the same results s the imitated system.
end event An activiy, task, IEEE_Guide_1
P
engineer 13 desgner r bulde of ngines bia erson who s trined norfollows s Merriam-
Webser_engi
by ski person who nees
i
V.1 lay out, construct, or manage as an engincer.
ensemble hine learning paradigm where multiple models (often called “weak Joseph_Rocea
eamers) are e tined tosolve the same proble and combined togebeter - _Ensemble_m
results. The ethods
i o more securae o e modelo:
environment ystem through  IEEE_Soft_Vo
) interactic aab
subject system
equality of odds Baualied o) e eyt  redictor b pect hardi_equality pe Mehrabi,
Y,ifbY and A 2016 P b _Ninareh
it ined a forthe
In other words, the p
rates 2
q PP We say that a binary pr hardt_equality The pr a Mehrabi,
with respect to Aand ¥ if Py = 1] A= 0:¥ = 1) - Pr{bY =1 A= 1Y -1} 2016 should be equal for both protected and unprotected group members. In other _Ninareh
s, th dand
rates.
error observed value of an index and ts “true” value. Errors OECD conditionand  [EEE_Soft Vo measured quantity value minus a reference quantity value sme._nessre
caby

bserved,
the true, specified, or theoretically correct value or condition.

rmors Sysematic erorsare calld biase:

mmg |so/usc
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‘Terms Definition 1 Citation1(1] Citationz  Definition 3 Citation3  Definition 4 Citation4  Definition s Citation5  Related terms
error propagation  the way in which Dort_2018 propgation of
caleulated results uncertainty;
proprgation of
ethics definition 1a:a set of moral principles  a theory o system of moral values;  Merriay n. APA_ethics
definition 1b: "the principles of conduct governing an individual or a group”;  Webster_ethic 1 the branch of philosopl judgs
definition Ic: “a consciousness of moral importance’; definition 1d: " guiding (., what is right and what is wrong) and their nature (.e., whether such
philosophy’; definition 2:‘a subjective). The study of e first
definition 3 "the discipline dealing with what s good and bad and with moral P the second
duty and obligation” ‘metaethics. Also called moral philosophy.
2. the principles of morally right conduct accepted by a person or a group or
idered pec I for example,
proper cthi d
professional ethics; research ethics. —ethical adj,
n d % AlLEthics_Mar
that aims to integrate ethics in the design and development stage of the k_C
technology. design’ Similar b
terms are "value-sensitive design” and "ethically aligned design:
evaluation () systematic determination of the extent to aime_measrue 3
which an ment_2022, Fvalation,
something. citing ISO/IEC Verifi
24765 and Validation
EVY)
evasion Ink ttack p to tabassi_advers
find a small arial_2019
results in output misclassification.
example definition 1:“one that serves as a pattern to be imitated or not to be imitated’;
definition 3 "one that is representative of all of a group or type®; definition 4:'a  Webster_exam
paraliel model’;  ple
definition 5:°
rule or precept or to act as an exereise in the applcation of a rule”
exception th e IEEE_Guide_I
v of the process. PA
unanticipated event within a process due Lo an undefined or unknown input,
undefined or event.
execute plan, X spion . process, P IEEE_Soft_Vo
e d cab
providing work performance information,
exccutive one that exercises administrative or managerial control Merriam-
Webster_exee
utive
the Blank,
existence. _Abagayle_Le
and identity by not e
1 the same.
b P technology
peop recognition
having implicit
experiment y hy essby § one or P nist_statistics
p purpose of lators. L 202
Jationshi p
bl d various (responses). Unlike empirical experiments, the simulator responses are.
more of let i, and th
their ppropriately the scope,
experiments. especially the number of runs, can be more ambitious. Further, modeling
Good pr Lati for compt and
K I networks,
s thodt 4
process optima and for evaluating process tolerances.
expert system Aform of Al h Hutson, gram P program ths knowledgeand  OECD. Comp: bi fieldor  IEEE_Soft_Vo A comp. NSCAl
dical di It combi ofhand-coded rules _Matthew  solve b to require ¥ cab
for applying that knowled; . significant human expertise for their solution. human expertise. ly then rul iy
replacing hand coding. procedural code. The term “expert system” was used largely during the 1970s and
5 and promise of
p of le-chaining
expertise Knowledge Passive  Schneider_Mc
e ype of Grew_in_Flan
It agan_McDono
wered ugh 2018

explainability

explainable artificial
intelligence (XA1)

deliberately and for which there are clear benchmarks of success.

I
prediction and produce insights about the causes of decisions, potentialy to ine
up with human reasoning,

NISTIR_8269.
raft

extent to which Al decisioning processes and
D ")

, the
outcomes are reasonably understoor

Brookings_Inst Al a
itution t bout how it came i

XAl seeks to make Al more understandable and interpretable, and therefore.
trustworthy. One of n
i howit

leads t0 a ituation where outsiders cannot understand or explain how Al
L That

lead
people to suspect the 1 certain
of Al or the specific way it eaches decisions.
explainer Al_Fairess_3
60
explanation 6 for all outputs, NISTIR_8269_ princip NISTIR_8312
Drait reasoning for cach output.
exploratory o nist_statistcs
employs a variety of techniques (mostly graphica) o . maximize nsight intoa 2012
data set 2. y extract imp ;1. detect
models; and 7. determine optimal factor sttings.
be extended bordens_Resea the extent to testing can APA_external_
reh_2011 p pl.the less likely  valdity
obained willitbe & tuati
and time periods.
facil Atechnolo fctures or videos. It Brookings_Inst Records the spatial geometry of distinguishing features of the face. Different  Woodward
operates by analyzing features such a the structure of the face,the distance  iution dors use dif thods of » il oc
personis d mouth. It measures of key features of the face.
controversialbecause of worries about privacy invasion, malicius applications,
& Inaddi -
documented
fir-washing respects some  abvodji_fairwas
ethical values hing_2019
wry -  regarding a
for algorithmic stated and interaction: Wierzbicka,
airmess"?) e pplicable” and “reason: the ull Engish:
the book... Meaning and
uture
(Oxfora:
dor
Unitersity
Press, 2006),
152-54
L models. Al_Fairness_3 googe_glossar
60 airness metrics include: y-2023
equalized odds

predictive parity
counterfactual fairess
demographic parity

fairness
metrics.

Comptroller_O
fice

ALLEthics_Mar
K_Cocckelberg
K

“The ability to explain or be explained. In the context of ethics, it refers tothe  AI_Ethics_Mar an Al system in

abilty have ma

de  k_Coeckelberg
N

a decision; thisis part of what it means 1o be responsible.

‘were considered, but not proposed, and why not).

a particular

[ NISTIR_8280
person. They arc not buil to identify particular people; instead they include a
face

of val the
rson. The extractor typically consists of a neural network that has been trained
on ID-labeled images available to the developer. In operations, they act as
photos of p

usually never seen belc

Thisisa
es are. Itis

compared 0. threshold value to decide whether two samples are from, or
represent, not. Thus, recognition pe
plate’),

interpretabil

applicable.



Terms Definition 1 Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4
false negative An example in which the predictive model mistakenly classifcs an tem asin the  NSCAI an outcome where the model incorrectly predicts the negative class. Varshney, 1. An instance in which a security ool intended to detect a particular threat fils
negative class Kush ©
se- 2. Incorrectly lassifying malicious activity as benign.
positive-
falsc positive the positive NSCAL an positine clas. google_dev_cl A false positve s approving an applicant who should be denicd Varshney, 1. Analert that incorrectly indicates thata vlnerability is presen.
class assification- Kush 2
true-false- 3 tool
positive- malicious.
negative . Incorrectly classifying benign activity as malicious.
Terror
10352 type T error. When “health-testing” the components of adevice, it often
ased on some
i e
correctly.
spion
presence of hardware or software faults
favorable label A Al_Faimess_3
recipient. The opposite i an unfavorabie label. 60
feature An attribute containing information for predicting the labe,
ethod in which the  Khalid_feature
input space onto the lowdimensional subspace that preserves most of the 2014
relovant information
tow impor the mode;  saarela_featur
a e
anceio s regrdensof e
shape (e,
feature shift tlocalize which featres.  kulinski_featur
causd he hi, e defneanew e o o cae et ity o 2020
Naively,
P !
an by looping values
“Thus, marginal purp
hercfore, More formall
the - conditional
al
values of the other features
federated Public_Health
ind_informa
location. ies_MIE_2021
feedback loop y s
end-user actions in order to retrain and improve models over time. The Al ai_feedback_I
oop
ple, 10 fecdback o the
‘model, allowing it tolcarn from ts mistakes.
fitting Fitting is the p data the previously OECD
specified intervl.
firmare Computer programs and data stored i hrdare - typicall n read-only memory SPB00-37 IEEE_Soft_Vo
(ROM) 3 o de as read cab
dac the
programs.
Forecasting Estimate or prediction of conditions and eventsin the project’s uturc based on IEEE_Soft Vo _ Predicting of Hyndman,
formation ind " he time of the forecas. ca lable, includ any. might _Rob
impact the forecasts.
at completion and estimate to complete.
four-fiths rule it s v el encenent i) v gl EEOC_QRA_
consider a selection rate for Kroup whichs ks than  mployee Sl
o N 4 Sy iy s (RO%Yfte cecuin e Tor s gowp
with the highest selection rate as  substantially different rate of sclecto
This *4/5ths’ or “B0%” ule of thumb is ot intended as. egal definition, but s a
P of
G i d oth
raud deteetion Monitoring the behavior of populations of users n order o estimat, deteet, or  Kou, Yufeng  detecting and vt Behdad
avoid undesirable behavio. them to13 system manager.
spiou
intervention while adapting to operational and environmental conditions
1 Networks, or GANS for w© Brownlee,  Apairof that Hutson, of neural crs_Al models useful
h neural _lason . Matthew in
networks. hi ! the othera
outputs are real or fake. A major advantage o cach network
ha way that the model e o s dots b dee e e IFoff the oth p
output p have data
dataset.
@ Arham_islam__ deserib be used McKinsey_gen
eligence images, musie, text, simulations, 3D objects,videos, and s History_2023 e, images, ext, simulations, and videos, erative_Al
ottt o A e declopnen o he wunua] o
global {inspprosc ) (e o undrstand the el 23 ol opy roduces a NISTIR_8312_
nities_2020  model Full
governance ditions, and hated  NSCAI i K of plicies, rules, and processes « SPizi0
5 s
Alg
those imited or withheld.
waph Diageam avariable in comp that of one IEEE_Soft_Vo directed  wikpedia_gr
Diagram [ aab raph.or a simple graph o distinguish i rom a multigraph) s pair G = (V,E).  ph_2023
of nodes and internode connections called edes or arcs. where V dE
set . lines).
b G Nseal
unit (GPU)
dcve\oved fr i el rocesing of s of s i ot
rapicaluserntetace AGUIis  type of computerbuman intefuce on  computer | soes the um jansen_graphi
Uy s prblen i conronicd ey ot e, T cal_1998
downin front of . and faced s bk screen, with oy 4 prompi. The
compiter gave the ser o ndcaton what the wser e 40 er. GUIare an
eptual lovel, e
cach other
ground truth format ded Collns_Dictio. value of the target variabl for a particular item of abelledinput data sime_measure is Muller,
by inference nary_ground_ ment_2022,  considered to be the “dependent variable” that i predicted by a collection of _Michael
truth citing ISO/IEC. features (independent variables)
950
group faimess “The goal of Al_Faimess Mehrabi
or autcomes. 60 _Ninare
hacker Unauthorized user who attempts t or gins access to an information system.  Reznik,_Leon who uses his e B8 Son Vo
hallucination 4 unfaithiul irvey_of_Hal whena bot confidently says something that is ot tre. Liam_Tung_2
contenf;..] there are two main types of hallucinations, namely intrinsic amaion o v
hallucination and al NG ucination
fan
P
hardvare tore,or programsor  IEEE_Soft_Vo
data cab
harm An undesired Jthe key points  Engincering_s 1o damage, injure or hurt, Black's_Law_
in some  afety_in_mach Dictionary_har
ducing both the _ine_lcarning ™
probabilty
harmful bias Harmtl i ca becierconcous o uncomscious Uncorsciousalslnown,  humphrey._dd
dtoa  ressing 2020
e or beh
by individuals
of members of

advantages or disadvantages

] Lim_Swee_i

resource. [They are] immediate, easily quantifiabl, discrete, and transactional.
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‘Terms Definition 1 Citation1(1]  Definition 2 Citationz  Definition 3 Citation3  Definition 4 Citation 4
harms of bias Skew that produces a type of harm; ..] further classifie[d] into harms of Lim_Swee_Kia
Slocation and harmsof represchtation.
harms of y Lim_Swee_
representation difficult to formalize,diffuse, and cultural _harms
theart i Gupta_et_al_
from the gathered activity raw- HAR_2022
devices)
human-assisted The type of SPio1t
i tetctons e needed ot el of de of ok plans, i, during the
exceution of a task.
human capital Merritt,_Linda
anageme Human capital
i h tal strategies: how to
their
hare price, and
technology investments, and increasing productivity.
human-computer Poore_Lawren
thods and h the  ce_ARLIS_202
3-0
human-cognitive bias  Human-cognitive biases relate to how an individual or NIST_ALLRMF
information 0 make adecison or fl i mising nformatin, or how omane " 1o which can be due to cognitive imitations, motivational factors, and /o
adaptations to natural environments.
use, including the design, implementation, operation, and maintenance of AL
Detectior Jation, and IEEE_Guide_I
‘machine learning [
ful
capabiliy.
e tolearn Bassiouni_Baff
es_Brard
P AnAlsystem teract DOD_Modelin
g_and_Simula
tion_Glossary
“The abilty of h d Al 10 work toge NSCAL
ways.
Al Feffort
A thods and Poore_Lawren
y &  human users, equl  ce_ARLIS_202
teamwork, and designs that enhance human-Al interaction. weighting. 301
pes 1 spioi
intervention Some extenuating circumstances.
professional or studeny)  45_CFR_46_2
018_Requirem
and uses, studies, _
information or biospecimens; o (i) Obtains, uses, studies, analyzes, or generates (2015_Commo.
n_Rule)
human system hods and Poore_Lawren
“whole-system’ or * ¢ level ce_ARLIS_202
301
human values rtificial daily lives and as such  Virginia_Dignu The quantity i f wolfram _math  wh lives, with d morality.  Batya_friedma
ea . weak ifctal intel _Responsibil 2022 g, dignity, and justi n_VSD_Introd
like any other technology, s not value-neutral. Understanding the values behind — ty_and_Artific uction
we want our I l_inligene
y Alto
mean in our societi idel
i v a
difference: behind by others
according to other cultures and principles. *See note.
ML model (e.g, the penalty  On_Hyperpara
p asupport . and the learning meter_Optimi
network) or to specify the algorithm used to minimize the loss function (e.g, the ~ zation
activation y I network, P
ina support vector machine).
Aterm used g OECD.
to the nul hypothesis are considered.
impact the force of i maj Merriam- ly canbridge_im
Webster_impa. person pact_2(
a
that Bipartisan_Poli
Inthe  cy_Center_im
context of Al longside  pact_assessme
this system's intended use, for whom could it fail? s
impersonation thedata Security_Analy
controller. sis_of_Subject
identity _Access
" y Defeating
the primary objctv o any authenicaon protocl. The eslt oftis atack s a
heedi legaly
Which theythen el for 2 specied price)
in-processing Spi270 Mehrabi,
v _Ninarel
(cost) function or impose a new optimization constraint.
in-processing thatis applied to a model Al_Fairness_3
algorithm 0
incident asituation in which Al systems caused, or nearly caused, real-world harm. Alincident_D a FBPML_Wiki leged i near . property, or AlLIncident_E or bya failure of a Hasan,_Raza
Model. where an Al system is implicated. ditors :
dent anincident - company, AlID_incident
a p ping or deploying the Al _response
or Al system involved in said incident.
inclusion fing] the ional, GWU_diversit HUD_diversity c and use of the tal a EO_DEIA_202
people, d y_and_inclusi plce for cach person. _and incusic. backgrounds. 1
tellectual, socia, cultural, on her full potenial.
d
ki
uniqueness. I flexibilty, and fairness
pr y ed encouraged o Seth_boden_2 y
fully participate, and able to be their authentic selves. 020 unique quaities and experience a sense of belonging.
independence or, y ation in IEEE_Soft_Vo nist_800_2010
technical, I tentional or unintentional cab the chances of the occurrence of the other event. The mathematical
formulation of the independence of events A and B is the probability o the
occurrence of both A and B being equal 1o the product of the probabilities
of Aand B i, P(3.and B) = PA)P(E)
dividual ‘The goal or autcomes. AlLFairmess_3  Give similar predictions to similar individuals Mehrabi, aime_measure
60 _Ninarch ment_2022
citing Machine
Learning.
Glossary by
Google
inference ‘The stage of ML in which a model lsnpphedmnusk For example, a classifier  NISTIR_8269_
model produces the classification of  test samy a
deliver Compiroller_O
component o s v the flice.
y ISO/IEC_TS_
addition, other  as auth abilty p 5723:2022(en)
and reliability can also be involved.
input Data received from an external source

insider attack

‘Those who are within [an] organisation may have authorised access to vast

daly fand] should an indi
choose their
tensive knowledge, they are

IEEE_Soft_Vo
cab

IEEE_Caught_
in_the_Act
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insilico a comp World_Wide_
Words_in_si
instance Discret n table,and the world rom which Loronwhicha  Kohavi_Ron
Individual occurrence of a type model willbe used (¢ g, for prediction).
" A
integrity y oduct, IEEE_Soft_vo ction, and includes CSRC “The property whereby a asa property have not been alered 1SO/IEC_TS_ the quality of \ a
t0,0r modifcation o, computer programs or data. cab ensuring nformation non-repudiation and authent system o c y . transmitted,or stored; props 57232022(en)  others,
and completeness
 proc that - IEE_Guide_l
automation P
The
ctviies, and
tasks in one or more unrelated software systems that delver a result o service
with minimal or no human intervention.
interaction hat fihe object.  IEEE_Soft_Vo
cab
f your P bordens_resea. the deg; astudy APA_internal_
rch_2000  structure and valdity
In other words,
b bor
cause-and-cffect reltionships among variables.
spiou Degree to which two or 4 ducts or IEEE Sof Vo The excaution, ddata NIST_1500
successfully with minimal ffort by end user use that exchange under specific condiions.
system ot Nscal “The ability o explain or o present an ML model reasoning in understandable  aime_measure
2022,
wihin asysiemor o vhich vt s going 0 bappen iven change in it o Ging aine
algorithmic parameters can be pres Learning
Glossary by
Google
del obey P of rudin_interpre
table_2022
understood by humans. These constraints can differ dramatically depending on
the domain.
y P P Covert_et_al
) want data Jthe data be
0 intervene with regards to the processing of their own data.. [t ensure] that
data subjects
whom,
kil switch aform off Techopedia_ki
it
immediae shut of i required.
Knowledge h I c dictive,and IEEE_Guide_I events, concepts or  aime_measure
in or available o or f puting PA rules, organizedfor s . ment_202,
system. use citinig IS0/1EC
22989
abel Avalue corresponding to an outcome Al_Fairness 3 targetvariable assigned to.a sample sime_measure
60 2022,
citing 150/ 1EC
22080
label shift Under abel hift, thelabeldistribution p(y) migh change but the class- saurabh_label
conditional 2020
disrib 1) do not.... We work with . pstiy)
=ity
Jass of » on AL Assurance._
o) i LiNscan 2022
be classed Generative LLA
dels that output text
essay They are typi
p a given task.
i I text.such
a5 determining whether a text was made by a human or AL
Alanguage that captures p Gustavii_Ebba
previously unseen anguage fragments.
learning Dennis_Merca or abiltes ater practice, APA_learning
improves its performance by gaining knowledge. dal eeraio. o other experonce, s cotenced vy change mbebmwr
Knowledge,or brain
ting it ith
relevant existing knowledge activated from long-term memory.
least priviege princip cske ) granting sp-s00-12
a »
needs (o perform it function
lemmatization the process Sothey  Antasanchez_I " totheirroot  Techopedia_le  grouping together words with the same root or lemma but it different “Techslang_lem the grouping together of difcrent forms of the same word. TechTarget_le
can e aalyzed as & snge nem, oshi_AI_with.__lexical components mmatization inflections or erivatives of meaning so they can be analyzed a5 one tem. matization mmatization
Python
lincar model {a supervised learning algorithm that uses] a simple formula o find a best-it ine _dataiku_ML_a_ (inear) An operator L™~ i said to be lincar f,for every pair of functions fand g wolfram_math
through a set of data points nd_lincar_mo._and scalar t, world_2022
dels
LA~
and
LN,
tocal iy ocus o xplanation ofndvidal data nstances. Genertes one _opportu per NISTIR
ianation map  pordatex s 2020 Full
ocalzation st s oo specii reg\ona! version of a product. IEEE._Soft_vo
aab
logistic model described by wolfram_math
the differential equation world_2022
(@N)/(dO-ONKN)/K,
0
where (rate of K
(d/(@-rx(-x),
)
which s known as the logistic equation and has solution
1/010/(5_01 e -10).
hine ) n A_Fairness p improve Mitchell,_Tom  Machine I s Pyle_and_San The study or Nscat A thod of
60 automaticaly through experience. s b progamming losé training problem t
data in order to perform a speciic task, like aiding n prediction or decision- with lmited or no human intervention.
e pr . prog:
IEEE_Guide_1
conditons hat impactoperao o he ompiter ysem o or rother A
e system.
‘malicious actor See bad actor.
malare dware, fi or orinsertedina  Reznik,_Leon  Softwar per cisn
system for  harmiul purpose. unauthorized function or process.
materiality et sgnicnceof s e ekt o et of il o OFCD.
formation. Ifa matteris materil to the set of information, then it
ety e ofsgneance o s ot lormaion
McNamara fallacy  presum{ing] that NMeNamara_Fal
casly
must d (0 fact "
in quantitat ornoth
suceess. This lawed 1
fallacy.
measurement process of gory 0an aime_measure I bout social reaity[J{that Leavy_OHQR_ h methods and Hammarberg_ 0 of  Russell_2003
2 ] to explore, describ Intro o 2016_Busetto_ g b Brannen_2005
b cumglso/lr_c ituations, events, or [artifacts] for n organizaion 2020 003). When
anumber wan 2 e 1,2016), Qualitative ppropriately d
b i having the object . 1973) of peop hcsstement el snowtrs duesont ot oy o Mo when. and how Jaborat )
00:
engincering d bet a and, ©
. whether t »
other techniques; (5) igure, extent, o amount obtaine by measuring by looking at s, provided by

P
those involved.

dymamics imdnidalor ollectve bt und complcx Taii-component
interactions or interventions (Busetto et. al, 2020).
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computer
simulation
testing

explainability

language
model

large language
model (LLM)

trojan horse

quantitative
fallacy
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Terms Denition 1 Citation1[1)  Definition 2 Ciation2  Definition 3 Citation3  Definition 4 Citstiond_ Definition's Citations Related terms
aime_measure rations, described i aime_measure
e 2023, atae wihrespec 08 spciied sl ment_2022,
clung 50/ clings0/iec
G 247
e e
model(thar tests the adequacy (as indexed by model i) of the specified properties—ie. d_2008
measurabiiy ablty to assess anattibute of an entity against a metric (hote I ‘measurabe” s 1S0/1EC_TS._
the adjective form of ‘measurabiity) sr22022en)
] whether the record
was used aspart of the model’ raning dataset or not.
metadata Metadata s data tha defines and describes other dat. orcp Data that describe other dta Igm_sa o bt enpored iy
aab . i
accessrights,and dta volaity,
metric defined measurement method and measurement scale o/tC_TS_ . or process _aime_measure
s7z32022en) ethod and the end_2022,
measurement scale: £, measure in this section above citing 150/IEC
24765
minimization (Partof )l yre 1CO_data_min of personal 7S _data_mi
[ imisation “They should  imization
o c-pVeAmderdazapmtecuonVaw-lus\ngpcrsonaldau oras hat n ot
that any persor words, : )
the purpos: L
into
. which provide data must be ‘adequate,
a tech P
phase, partcs, s part ofthe
procurcment process due digence
mitigation the process 5 Ajun_Subram
disparate model prformance. ortan_bias_mi
tigation
d methods the rescarcher cllects and the inquirer or nvestgator .
y ven sace
integrates
o Creswell_Clark
- u
philosophy
wiLors symeonidis_
ool for he deployment of ML models n production. Lops. 2022
model Afunction that takes features as nput and predits labels as output. AL_Faimess_3 devcloped,trained  FBPML_Wiki el theory or the whichis  OECD A conceptual, mathermatical, spizio + approach that Comptroller_0
60 i rded ina system of id processes. Tinancilor mathematclheiric echmidien o sssmptons toprocess e
purposes unless otherwise sated. P thatis to say but . which
he word pop ot information ich dl
and possibly somewhat over vorked. be captured inthe model, orting
componen,
Model 3 doupatthat Kang_Danicl
indicate when errors may be occurring
model card Nodel_Cards_
y n for_Model_R¢
cultoral demographic, or phenotypic groups e, race, geographiclocaion,sex, - porting
& d exand
e the contex o be used, detais
of edy d other relevant infe "
Model Jin_Saachi
model decay Modeldecay depicts tht the the model Nayak,_Pragati
model editing nareofresarch s o e s, da-eTcient s o Miche,_bri
trained
[ More  Chandrasckara model
i n inversion:
| prop:  the server model stealing
User whointeracts with th server ony via the query inerface
Mod afirmor open_risk_202
Ornisadon it contrls he procses o Model nmvopmenn Vodel B
Valdation and Model Usage,assgn responsiilies and roles
ot menory it conesof sk agemen. . 12 cataneinaragomens normaion om0
nventory
ormationho b i sty P o ogorstion
model overlay Judgmental Comptroler_0
cat,orother known Tmitations. A modelovertay s atype of overid, fice
model sk model Fed_Reserve
management . polcies and procedures, control
model suite A group o models that work together. Comptroller_0
ffce
" ) process sime_measure
ai_Model_Trai y using ment_
minimize aloss unction over the prediction range ning iting 150/IEC
2959
the st of ; g yields. theset of princpl Open_Risk_M
as expected fo_model_vai anual_modcl
alidation
monitoring the status of a supplicr and of the. EEE_Soft_Vo the statusin. SP300-160
acquirer o a third party. aab order to dentify change from the performance level required or expected.
moral agency “The capacity for moral action, reasoning,judgment, and decision making, a5 AL_Ethics_Mar
opposed to merely having moral consedences _Coecelberg
b
n how be trested.  AI_Ethics_Mar
i_Cocckelberg
b
naive Bayes he Mitchel_Tom
beuscll i anypractical apltations. I s Clled “aie”beceuse
dependent the nstance.
p from
Some fnite set V.
natural language A computersattempt to “understand" spoken or written language. It must parse  Hutson,  The abily o a machine to process,analyze, and mimic human language, ether  NSCA
processing bl dintent and The  _Mathew  spoken or written.
procesafen e mactine aming
sok e nctoork nel e decp sl s, A model a, king nspration o he b, s compose ofyers s e\ il inmachine  Hutson,
e et e ey g . ik 202, tof photo, s Matthew
o noniearites  passes them on o the next lyer of
Learmign  units.The fina ayer represents the answer
Glossary by
Google
nondiscrimination  the practie oftreating people, companics,counties, ctc. inthe same wayas  Cambridge I the context of machine | Ziobaite_indr . puposclor | FW5_062.FWthe rcice countries etc. Cambridge_i
others in order to b fair Dictionary () people th larin B inadvertent others in order to b fair ctonary_n
similar people can asermraton
only be aslrge asjustified by non-protected characterstics.
norma flow of froma start EEE_Guide
N defined Y
normalization Conceptual complex OECD aime_measure
values, typically -1to 1 0r 0 to 1 ment_2022,
inconsistencies.
3 1S0/1EC_TS._
o obcreation, mesmarcene . o cthr eans, s7232022en)
abservation apicce otherla poole_mackwo_the carcfl, process, forthe APA_observat
Sources Th_observatio ».
off-label use

]
lead to biased, overly optimistic results of machine-learning algorithms. The

pipelines that aler the data features
i

that [one] know[s] from the start
adjusted

fuste
often loading the whole dataset into memory or in batches.

misuse_of_pu
blic_data

Ben_Auffarth_
2001

pplicable



‘Terms Definition 1

Citation1(1]  Definition 2 Citation2

e ly Ben_Auffarth_
2021
ontology A b that  IEEE_Guide_I
PA
depend
of automated reasoning.
opacity Jenna_Burrell y Hutson,
[to receive] the outpt _Matthew
how or why a pay Jassification has be interpret.
arrived at from inputs.
Putting Al systems or be measured.
operator - spion Individual or organization that performs the operations of a system, IEEE_Soft_Vo
or other
optin. dividual mak user interface IAPP_Privacy_
signaling a desire (0 share their information with third partis. Glossary
opt-out an individual makes an active affirmative indication of choice via a ser interface  IAPP_Privacy_
signaling a desire not Lo share their information with third partics. Glossary
outcome ‘Something that follows as a result or consequence merriam_uebs
ter_outcome
outlier An outlier is a data point that s far from other points. Russell_and_N An outlier is adata value thatfies in the tail of the statstical distribution of a set  OECD
orvig. of data values.
output Data transmitted to an external destination IEEE_Soft Vo _Process by which an information processing system, or any of its parts, transfers  [EEE_Soft_Vo
cab data outside of that system or pa cab
overfitting. [ 2 mode st Ranschaert, ahypothesis space H, a hypothesis h element of H is said to overfit the  Mitchell,_Tom
predicta trend result o _Erik mining doa i hre st soma shernatie ypothess h lement of H,
A that h has smaller error than I over the training examples, but ' has a smaller
data. An error than h over the entire distribution of instance.
the data
that 3
package afolder machine  about_ML_pa
learning model chages
parametric Alearning model that summarizes data with a set of parameters of Russell_and_N
the number orvig.
ctivities,and tasks.  IEEE_Guide_I
PA
parity Bits) used to determine whether a block of data has becn alered. Rationale:  NIST_CSRC_p._ the qualiy or state of being cqual or cquivalent Merriam-
“Term has been replaced by the term “parity bit" ity Webster_parit
¥
participation toachieve
participant uter system, data, input, business rule, human intervention, and other aliving « profes student)  45_CFR_46_2
Comtritor e fow o proces conducting research: 018_Requirem
ents.

personal data

Ap:

learning agent gets 10 decide what actions (o take.
“Personal data' means any information relating to an identified or identifiable
natural canbe
identifi

such as
Tocation dat ortoone or

physical, physiologal, genetic, mental, :
cultural or secial identity of that natural person.

the individual, and uses, studies, or analyzes the information or biospecimens; or (2015_Commo
bt tudies, anal _Rule)

or identifiable biospecimens.

Russell_and_N

GDPR 0 r it enies rltes i, dscribes, CChA

linke
directly or indirectly, with a particular consumer or household. Personal
Informetin nludes, bt ot e o, theFollowing i entie,elstes .
rably capabl of being asoclated with o oo b essonably
e, ety m'md\rmlv with a particular consumer or househo,
I name, alias, postal add;
identifier, Internet Protocol add ladd

3 - passport number, or other

similar identifers.

(B)Any personal nformation described in subdivision (¢) o Section I798.80

(€) Characteristics of protected classifications under California or federal law,
formati "

P
obtained, or considered, I

histories or tendencies.

&) Bometric informatin

() Int y . including, but not

fimited o,

\g or consuming.

(G) Geolocation data.

(1) Audio,cectronc vl thermal,lstory,orsmiar informato,

() Professional or employment-related inforr

O cton “nformation, defined 35 mhrmzum\ maz is not publicly available
Rights

and Priacy Act 20 U

Sec 232834 CR. Part 99
of

o
ereatea s pref
beh, titud

intelligence, abilities, and aptitudes.
(1) Sensitive personal nformation

" does not

3 that is amatter of p . For
purposes F 3 ly
tate, or s, or information

thata b he

public by information
‘made available by a person to whom the consumer has disclosed the information
ifthe

I the consumer’s knowledge.

deidentified or aggregate consumer information.

Definition 3

Citation3  Definition 4

he nature of som:

comvlex it o oternise opsaue o thelr developesandend sers i tems

Nalues distant from mostother values. In machine learning, any of the follo
ar oulcrs WElghts with high absoute vlues Prediced valoes reltelyfar
g

training Clipping is one way of managingoutliers

policy law_policy_20 A pol sutton_reinfor
pubhc ey e legisature in s measures Thls term, asapplied toalaw, 23 cement_2018
ordinance, or rule i pu
directed 1o the POLICY.
positionality ones’social Malik_2021 a Charmaz_Hen
It h, power e ituation, process, and product wood
have because of differences in lived experience.
e s Moradi_Samsw dels th " NISTIR_8312_ h treadily nter- pretable by
fack-box(]... i h Full design by resorting in- terpretability, such
global and local methods. Global exp‘znmmns concern understanding the overl local expl: I b ol
logic and ind example, i i
a'record and an outcome. techniques. Each the most common ways techniques, Each of these techniques covers one of the most common ways.
y y ther humans explain systems and processes by themselves.
problems, e.g decision trees for explining random forests, prototypes to explain
trees for ident
for reverting a class label,
post-pr ypically p SpI270 training by Mehrabi,
training of the model). Here, the learned model is treated as a black box and its the training of the model. If the algorithm can only treat the learned model asa _Ninarch
The
the holdout y pos the -
dataset. post-p e
phase.
post-pr thatis applied Al_Tairness_3
algorithm 0
Mind_on_stati DOL_Pr
or not that magnitude is important d di by _Signif

gorithm

applied

i
Some in the equal employment opportunity (EEO) field.

Al_Fairness_3
&0

sscat

h [ tput
stakeholders - usually an antonym for transparency

SP800-160

aime_measure

Lea
GYossary by
joogle

barredo_explai
nable_2020

toall
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black bos;
unexplainable

privacy;
consent; opt-
out

privacy;
consent; opt-in

human subject

active learning
agent

reflexivity

statistical
significance
(olten paired in
contrast to

(synonym)
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Terms Definitont Citation 1] Defintion2
precision A o nsea coseness of .
model was correc when clasiying the posiive class, abtaned by rep
ed condions
prediction o a Nscat » » orion
2pplcd oninpt dat or messurements.
iyses o inference 1BBE_Guide_{
[
or data
predictve analytics  Insghts, reporting, an information answering th queston, “What s iely 0 IBEE_Guide_{
Happen [
)
[rmm— s e
dit Pl Femoved. 1 the lgorthm i allowed o modify the riing data, then pre-
processing can be vsed
nsgh “What should 1o IEEE_Guide_1
ahont i IS
neca.
privacy freedom from itrusion nto the privae lf o affirsofan incivicual 1SO/IEC_TS.__ frecdom from ntrusion i wa
STos2022ien
indiidl
r o exish
thedesig of information eehnologies and ssteme
privacy-enhancing A coherent system of ICT (Information and Communications Technology) PET_Handboo
technology privacy by ¢ dataory
Preventing unecessary andyor undesired processing of personal data,
prvieged p A_Faimess_3
e Sysematic advantage. o0
procedars EEE_Soft_Yo
actvy,ortask. cab
process A sequence o flow ofactivies i anorganization withthe bjecive of carying Setofim

process flow

out work, which may include a set of activities, events, tasks, and decisions ina
sequenced flow that adhere to fiite execution semantics. Process levels will

level

defined the overall
intended to be performed, including all exceptions.

IEEE_Guide_I
A

IEEE_Guide_I
PA

Citationz  Definition 3 Citation 3

aime_measure A me P q whicha  aime_measure
ment_2022,  model was correct when predictingthe positive class. That is:Precision = True  ment_2022,
citing ISO/IECPositive,/(True Positive + False Positive) citing Machine
Guide 99 Learning

Glossary by
Google

ment_2022,
citing ISO/IEC
22089

Mehrabi,
_Ninareh

ment_2022,
citing ISO/IEC
TR24029-1

processing » GDPR “Processing” means any operation or set of operations that are performed on  CCPA
personal data or on sets of personal data, whether or not by automated means, ‘personal information or on sets of personal information, whether or not by
ot o c. ada automated
alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwi It it ibinati riction, erasure or
destruction,
processing th Law_Insider_p.
environment rocessing_envi
ronment.
processor “Processor’ itural or legal person, GDPR “Processing’ E on  cCPA
body which processes personal data on behalf of the controller. ‘personal information or on sets of personal information, whether or not by
automated means.
duct it professional productmanag
la development, launch, by erHQ_Josh_Fe
AL machine learning, and deep learning technologies. chter
product owner e the cross-  Forbes_Tracy
functional Al team, _Kemp
‘map. This rol "
backgrounds toward a common goal
product velocity how fast a product can be delivered to the market Cost_Manage
ment_chis.
[turning the “data product; ready tobe  Towards_Prod
used inlive services. tizing.
profiling. ited " GDPR “Profiling’ » ccpa. Measuring the characteristics of expected activity so that changes to it canbe  CSRC
the use of personal data
lar to analyse o natural tion 798,18 a natural person
? . economic lth, to analyze
interests, reliability, behaviour, location or movements. ith, I pref erests
reliability, behavior, location, or movements.
Al_Fairness_
‘have parity. Examples include race, gender, caste, and religion. Protected 60
attributes are not universal, but are application specific.
3 [and] could be chosen  MIT_Protecte ~ A group of people with a common characteristic who are legally protected from  Practical _Law
because of because d_Auributes [ ¢ _protected_cl
protected [classes] g e I ass,
‘age, and socioeconomic status.
prototype OECD
‘characteristics and performances of the new product.
provisioning t(human or  IEEE_Guide_l
‘machine) within an application(s) or system(s). PA
proxy A for another, usually sPIZI0
measurable, variable.
pa pact. Like all forms of disparate  Proxy_Discrim
t, ination
members of t
whena is met, In particular,
P
tral it least in part, from
goals in be
captured more directly by non-suspect data.
pe v at GDPR 3 " means the processing of personal ccpa. NSCAL
nolonger without information in a manner that renders the personal information no longer
the attributable
that the person identified hnical ormati
person; not attributed to an identified or identifiable consumer,
pseudoscience asystem of th i g Merriam:
scientific Webster_pseu
doscience
quality The totality of| aproduct or its OECD 1SO/IEC_TS_
ability to satisfy stated or implied needs. asetof  57232022(cn)
product, process or service)
racialized whether  AAAS_ALand
or not members of the group self-identify as such _Bias_2022-
09
ranking used by DEV_ranking  position, order, or standing within a group : RANK

dat
companies] to optimize search and recommendations.

Merrias
Webster_ranki
g

Definition 4 Citation 4
a UNODC_Gloss
It - ary_QALGLP
pre
igher
Independent test resul ina manner
the same Precision

Iternativel
for the reproducibility of measurements within a set, that
fa set about

of the scatter or

distribution of random errors and does not relate to the true value or specified
value

Definition 5 Citation 5

Avariable V in a causal graph exhibits unresolved discrimination if there exists a Mehrabi,
directed path from Ato V that is not blocked by a resolving variable, and V itself
s non-resolving.
quite technical,
though)

Related terms

and synonyms _definition
6]

data-

protection-hy-
design (e
hips: Zeur-

enflegal-
content/EN/T
X172

5

)

2016050480id=
532486834

personal data;
processing

personal data;
processing;
controller

personal data;
processing

personal data;
processing

applicable.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)

Terms Definition 1 Citation 1[1]  Definition2 Citation2  Definition 3 Citation3  Definition 4 Citation4  Definition s
reason code P b Machine_Lear [response] in denied or other adverse  Comparing_se
¢ popul table, and ol ning_Interpret action from the model that res_and_reas
e They are. ability_with_H consumer was n_codes
transparent because changing any given input feature (or sometimes a 20_Driverless ~ denied redit
Al
tput at a defined rate, dat
e
intuitve, and even automatic, reasoning about predictions. For instance,ifa
probabilty of default model ot that eredi i balance
the
abilty to pa bill
listed i plain English, p reason codes.
recall Ametric a amodel  NSCAI A metric for classifc delsth: ofall  aime_measure
correctly classifies the true positive tems P y identify? Thatis:  ment_2022,
Recall - True Positive/(True Positive * false Negative) citing Machine
Learning
Glossary
Google
recognition the automatic discovery of regularities in data through the use of computer  Patiern_Recog a sense of pe APA_recogniti o experience to current thatis, o APA_recall
o nition_and_M _ events, or pon  on retrieve and reproduc information; o remember
classifying the data into different categories. achine_Leari  material that has been learned in the past.
ng
A s Das,_Debashis A subclass of information filteing system that seck to predict ating or Sharma,_Lalita
system » ‘reference thatauser would g .an e such a music, books o movies) o
information based on the user's preferences from a arge volume of information group)they had , using a model
the user's
social environment (collaborative filtring approaches)
rectification a h amended bya_ 1APP_Privacy_
business or other organizationif it is inaccurate. Glossary
red-lining o entrench  Banking_on_Y
our_Data_Chr
istopher_Gillia
wd
red-team to emulate a ladversarys  CSRC whicha problem 2 Annie_lacobse 1 “ riskand  Pamela_Goh_
attack or expl posture. The enemys perspective. n_2055 . people and " [RedTeam 2021
Red Security Consulting, 2016, p. 1] [See note.]
ks and Works for the
deenders i the Bue Team i an persioal envionment. o known 55
Cyber Red Team.
reference class Ackss ich i 1G1_Giobal_
Itsinst P erence._class
Ghjcts by submitating fo some Prmie reerence
reflexivity Aform of eritcal thinking that prompts us to consider the ‘whys'and ‘hows'of  Jamieson_Gov APA_reflexivity
research, eritcally questioning the utilty, cthics, and value of what, whom, and  aart_Pownall er pecialy the
how we study influence of his or her own motives, istory, and biases on its conduct.
regression predicting ayesorno Ranschaert, Raynor Saleh_Alkhalfa
input val ik and /or explain one or more atiributes in a database or et of data It is most Wi in_Biote
inmost e
directi p hypothesis
»
h linkage from the input- variables
In other situations h
as s “reasonable’ from
Inthis case,
fines, d 1 nets, and so forth, for which “iree
parameters. The meaning of any one of these parameters can be abscure. Many.
Data  their core,
techniques.
o s Hutson, Algorithms, Reznik,_Leon A method of training algorithms to make suitable actions by maximizing NSCAI
bstract has " “or Matthew  maximize the given function. rewarded behavior over the course ofits actions 61 This type of learning can take
efficiently” place in simulated environments, such as game-playing, which reduces the need
toward the goal, for real-world data.
relabiliy Relabilyrefers o the cosncss of the il estimatd vl o the OECD abilty of an ithout failure, for . ISO/IEC_TS_ me_measure
subsequent estimated values under Note 5723:2022(em) ment_2022,
calendartime, citing 1S0/IEC
distz ete) and the 22989
Note 2 affect
Jiabliy,such level
and maintenance.
remediation The process of treating data by cleaning, organizing, and migrating it toa safe  CPO_Magazin
remediation. e_Amar_Kana
gy
datHoweres, the sl poces iy dtaed and s severl sep,
" . organizing
i nd gexing i o unnecessary dat.
representativeness
reproducibilty Closencss ofthe agrement between theFenls of messrements of the same
measurand carried out under changed conditions of measurem
requirement Merriam-
CONDITION W(bsl(r requi
residual Matoria.R
from the Thus, residual
the portion of the validation data not explained by the modl
o fernandez_resi Res two per Mathiorks_R
of the ANOVA analyss of variance] assumptions. dual_1992test esidual
criteria,  good
estimates,indicating that the residuals are uncorrelated.
t A mod dual
past inpu
d par
resilence prep: NISTIR_8269_ <ge t orq a2 ISO/IEC_TS_ abilty of aime_measure
and Draft X ; 57232022(en) ment_2022,
rece or of asystem to maintain it functions and structure in the face of internal and citing 1S0/1EC
mmdems  The b o  systen 1o st o nd ecovr o evere I ch 22989
condi
responsible Al Anal syslun that aligns development and behavior to goals and values, This  NSCAI
with democratic values.
result The consequential outcome of completing a process. IEEE_Guide_I
PA
retention limit Industrial_Net
measuredn oume th s of the totlcollctedlogs n bytes)and time he  work_Security
er of months or years that logs are stored for. _e0n
sk s function of 1) NIST_AL_RMF funci Reznik, _Leon  Ameasure of the extent to which an entity is threatened by a potential SPS00-12 An uncertain event or condition that, If it accurs, has a positve or negative effect. [EEE_Soft_Voeffect of uncertainty on objectives
the egatv mpact o maniude of barm, ot would aris if the crcumstance. 10 reputation). tional assets, individuals, other d the event, and typically P cab
Nation due to the pot use, disclosure, d Id
1302016 odificat asystem. occurrence.
i i ety  the planet.
risk control Toward_an_
taken] nderstanding_
e y risks, of _responsible
it K ks _artificial_inte
risks e, visk of black box, and. o Tligence_practi
risk tering worthypwe_Model_Ri
of deeper models

risk tolerance

e mpacfu o privcy. t potenl predeterminatonof dividatscholce
ing

benefits. All of these are examples that should drive a higher o et ing,
and Existing MRM

P
I dels and " level of
interpretability emphasis to be in any given case.
Alactors..

risk in order
regulatoryrequiremens

Citation 5
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applicable
robotic desktop ‘Ihe computer application that makes avaiable to a human operator a suite of  IEEE_Guide._I
sraphy to complete processes, P
activitics, transacti
or -managed
workflow.
IEEE_Guide_I tasks,especially those that NsCAl
p bi N repetitive
of tes, transact
aresultors management.
robust Al An Al system t i i gaition NSCAI
bust light
robustess y © tslevel of 1SO/IEC_TS_ The ability of a NISTIR_8269_
circumstances 5725:2022(en)  relible performance under different conitions e, unseen, noisy,or Draft
dversarially manipulated data).
sq J of a parameter; of Glossary_of_§ a frequently used measure of Wikipedia_RM root-mean-
(MSE) of the Insymbals, if X is an estimator of the parameter t, then tatistical_Ter  popr an s square error
RMSE() - (E((X-02) )/ ms (®RMSE)
‘The RMSE of an estimator is a measure of the expected error of the estimator.
“The units of RMSE.are the same as the units of the estimator.
rounding the transformation of a number expressed in a particular base to a number with  Nick_Higham_ P ] Nick_Higham_
fewer digits. h 2
System, ... must be mapped back nto F.
row o obs prop Nachine_Lear
™ you'h ning_Mastery
from the problem domain that you have. _iason_Brown
iee
safety prop hat it d under defined conditions, lead toa  1SO/IEC_TS._ _freedom from risk which is not tolerable aime_measure
lfe, health, property,or s7252022n) ment_2022,
s e probabilty of harms and the citinig IS0/1EC
posibiltyof unexpected harms] R 24029-1
scalability dt IEEE_Guide_1
execute a varying volume of tasks, processes, or services. P
score Iy A_Fairess_3
results ina predicted abel. 60
screen out Sereen-out discrimination occurs when a disabiliy prevents a job applicant or  EEOC_ADA_AI tsuitable for a particular purposc) Merriam-
p from a group that is being examined: 2) o prevent (something harmful) from  Webster_scree
and the applicant or employee loses a job opportunity as a result” passing through n_out
security resistance to intentional, unauthorized act(s)designed to cause harm or damage  1S0/1EC_TS_ aproduct or aime_measure
toa system S7252022(n) P p ment_2022,
appropriate o their types and levelsof authorization citing I50/1EC
segmentation ‘The pracess of identifying homogencous subgroups within a data table. Raynor
alo
(human or algorithmic-bascd) that matches stereotypical barkat_human
views of the decision subjects 2023
self-avaresystem A computing IEEE_Guide_1
bout it input d ofits PA
purpose.
sel-diagnosis spiou
d the d devices
y tis not X IEEE_Guide_I
P
normalcy
rk of metadata labels applied o al data, dat IEEE_Guide_I
groups, data iclds, & or. raw data PA
data fabric to give
ga
data,information, or knowlcdge
Arwhat-if outcomes to okep Raynor dels mills_study._:
b L atively large resulting changes in model outputs. resulting changes in model outputs. oto
changes in the outcomes, the outcomes are aid Lo be sensitive (0 that
parameter.
sensitive data g 3 1T_Governane
including] [ e_Bog Luke_
elgious or philosop [0 [dhta Irwin
related (0 a person'ssex e or sexual orientation; and [biometic data (where
processed to uniquely identify someonc).
vision,  IEEE_Guide_I
teraction or machine  PA
processing of
recognition (OCR)).
one put,  IEEE_Guide_I
» N
needs of acustomer [or sharcholder]
s Signal_Detecti
measured. an_Theory
from learning itsell.  Reznik,
) h q SP500-160
of their meaning; which could include.a projection of the future status of
perceived clements and the uncertainty associated with that status,
snake oi ‘Something proposed as a solution to a problem, but which s of itte real or  OED_snake_oi
p ; s superfic convining 1
but of no real substance or effectivencss
how NISTSPI2I0  system that 1S0/1EC_TS_
s7232022(n)
IEEE_Soft_Vo
aab
the system or component.
sparsity y not  Dave_Salvator
significantly impact a caleulation. _sparsity
specification e, precise, the SPB00-37
requirements, design, behavior,or other characteristics of  system or
w
have been satsfied.
stakeholder Individual or n It share, claim, or interest n asystem o IEEE_Soft Vo any individual, group, o organization that can affect, be affected by, or perceive  1SO/1IEC_TS_
aab itselr activty s7232022(n)

individual, group, or organization who may affect, be affected by, or perceive
itself to be affected by a decision, activity, or outcome of a project

standard deviation oECD
introduced by K. Pearson (1893). It s equal to the positive square root of the
varian ot be confused with the root

square deviation,

start event An activity,task, or input that describes or defines the beginning of a process.  IEEE_Guide_I
PA
statistical bias y estimates below their SPIZ70
trve val
i it
intent.
the 3
decision rule _Philippe
ly o random Statistics_in_P o The_SAGE_En
ha for the pr lain_English  pr pected by chance eyclopedia_of
of atype  error]; also represents a rejection of the null hypothesis. _Communicati
on_Research_
Methods
statisties. collecting, OECD
analysing and interpreting such data
stereotype Definition 3t idea of the. OED_stereoty beliefs APA_stereotyp. v Augoustinos_
P u ¢ tercotypes, he cognitive  Walker_1998
tion. Al y like sch but they are higher
type. than positi properties
when
the stercotype.
stochastic The adjective “stochastic” implies the presence of a random variable: .. OECD.
in tleast one of variate

d
randomness as opposed to a deterministic system,



‘Terms Definition 1

h i interfaces ic..
application programming interfaces [APIS).

strawperson
but i cludes that the
‘opponent's real position has thereby been refuted

stress test Typeof item's
behavior u anticipated or
requirements, or of

strong Al Althatis capable of solving almost al tasks that humans can solve

structured data Data that has a model NIST_1500
sub-process A te luded lcanbe  IEEE_Guide_I

present and/or repeated within other parent processcs. PA

Hutson, Algorithms,
I d _Matthew

Iooks for patterns in a set of data.
support vector ised d Ranschaert,
machines analysis. One of the most used classifiers in machine learning. It optimizes the _Erik

width of p:
surveillance an outcome of establishing information infrastructures as the basis for David_Lyon_2

i dduction, marketing, entertainment and L o007
greater

efficiency, fety.

ambiguous, but at the same time surveillance is never neutral
system. more stated  ISO/IEC_TS_

purposes S7232022(en)
systemic bias i practices of p Chandler

that operate in ways which result in certain social groups being advantaged o and R. Munday,

jevalued. This need Dictionary of
of Media and

. Hughes_L
y_Critical_Thi
nking

Citation1(1]
IEEE_Guide_1
PA

Shevlin_et_al
2019

Definition 2

Althat rtand human. Some

P
Current Als weak, or narrow. It can play chess or drive but not both, and

Citationz  Definition 3 Citation3  Definition 4
Hutson,

lacks _Matthew
Reznik_Leon  Fora comp Raynor.

existing rules o norms. h

Communicatio

the other. These two groups are sometimes called predictor and targets,
respectively.In statistical terminology, they are called independent and
tivel e

investigator or some other outside agency.

by the.

predictions, preferably with a high degree of certainty.

systemof systems  set of syst 0/IEC_TS_
that none of be  5232022%n)
y ystem of
systems)
talent acquisition  the process of I MAE.
and to meet any abor requiremen
warget that an Al algorith TechTarget_ta
find. Oncea usedto  rget_function
predict results (predictive analysis). The function can then be used to find output
. outputs are
not included.
task ‘The p y a IEEE_Guide I Required, ded, IEEE_Soft_Vo. in order aime_measure
that cannot be broken down to  finer level of detal PA achievement of one o more outcomes of a process aab goal ment_2022,
citing 1S0/1EC
taxonomy OECD
among types and their subtypes.
tech-washing the practice of slapping a trendy, new label on legacy solutions. Forbes_Kayva
n_Alikhani
Y Jfeguard: NIST_SP_800-
i inthe hards ftware, or
the system.
The M. Broussard,
Anificial
Unintelligence:
How
Computers
Misunderstand
the World. MIT
Press, 2018
techno-solutionism  Sec technochauvinism.
ortocvaluate  UNODC_Gloss system William_Hetze. (1) activity in which a system or component is executedunder specified aime_measure the process of executing a program with the intent of finding errors.
ere) . hysical | ary_QA_GLP t required results. 1 conditions, the resul ecorded, and ment_2022,
‘phenomenon, process or service according t0.a specifcd procedure. the syste citing 1S0/TEC
of one or more test cases and procedures. 24765
Test and Evaluation, NSCAI_Report
gy or system
d that it
third party an some way TechTarget_th
woother . esp garding ird_party
we might incorporate into this definition ]
threat actor See bad actor.
three lines of defense  Most financial L which AIRS_Penn
hich business risks
(ihe First Line),
Sccond Lin) and assurance (the Third Linc)
traceability lication or location of an UNODC_Gloss anal NScAl
recorded identification. [‘Chain of custody” is a related term.] Alternatively, ~ ary_QA_GLP pment e d
e he value of a d design
Standard whereby it can be related with a stated uncertainty,to stated procedures).
references, hrough
chain of comparisons. In this contest, The standards referred to here are
measurement standards rather than written standards.
training data A dataset from which a model s learned. Al_Faimness_3 and Ripley,_Brian  sampl @ aime_measure
60 X b ment_2022,
classes are found. citing 1S0/1EC
22089
transaction Enactment o bya IEEE_Guide_1
by multiple systems and,/or participants in accordance with defined PA
“This coordination leads to an intentional, consistent, and verifiable
resultacross ll participants
transfer learning i which an algorith Hutson,
X, such d _Matthew
different but rlated task, such as recognizing cats
transformer Aprocedure that modifies  dataset. Al_Rairness_3
60
transparency pen, bl ISO/IEC_TS_ Understanding the working logic of the mode. NISTIR_8269_ <org: y is0_22089_20 i
3 asystem or p ply  5723:2022(en) Draft 2 1)
openness and accountabilty accessible and understandable manner Note s p include.
Noteto entry: e ri limitations, components, procedures,
violate security, privacy or confidentiaity requirements. d
Iabelling protocols.
security,privacy or confidentialty requirements
trojan horse: A computer p h function, b
and pe et
by exploit
program.
true negative p ” google_dev_cl
assification-
truc-false-
postive-

negative

Citation 4

Saleh_Alkhalifa
_ML in_Biote

The_Art_of_s
oftware_Testi
ng

is0_22089_20
2
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artificial

general
intelligence
(ach

target variable,
target value

techno-
solutionism

Test,
Evaluation,
Verification
and Validation
(TEVY)

malware

applicable.
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Terms Denition 1 Citation1[1)  Definition 2 Ciation2  Definition 3 Citation3  Definition 4 Citstiond_ Definition's Citations Related terms
true postive an outcome where the model correctly predicts the posiine clas. ogle_dev_cl
assifcation-
truc-fl
posiive-
negative
st cption ofand  DOD_TEVY ductor  aime_messure an agent il 3
experience with the system: concerns theatitude that a person o techmology system will ehave s ntended ment_2022,  characterized by uncertanty and vulnerabity:
will help iting 150/ TEC
winerabiy:
SPS00-37  Worthy ofbeing SPR00-160  abily 1s0/1EC_Ts_
used w0 for aparticular companent, subsystem,system, network, application, mission, can be applied t servies,prodcts, technology, data and information as well s 5723:202(cr]
It enterpriseor other entiy. ‘o organizations
rocessed, stored,or transmiteed by the system acrossthefull range o threats
and indiiduals’ privacy.
trustworthy AL valid and relabe,safe, NIST_AI_RME Al that canbe trusted by humans. Conditons for such trust can refer to (ther) AL Ethics_Mar-
dresiient erpreta o haman d fes,and soon, k_Coeckelberg iy belawtul, ensuring
privacy-enhanced, and far with harmul bias managed and)orto social and peop » "
use the technology. Th use f the term trust” withregard be cthical, for,and
controversal. adherence to, thical principles and
: e robust, both from atechical and socia perspectiv
Since, even with good ntentions, Al
s Iy the
trustworthiness of the Al system itsclf
a part
of thesystems lfe cyce
typecrror The null bypothesis H0 i ejected, even though it s [ruc] berthold_guid fuse positive rate James_staistic
200 al_z004
type i error The null ypothesis HO s accepted, even though i i [fale] berthold_guid  true posicv rate James_staistic
2020 2004
uncertanty EEE_Soft_Vo
partal, o defciency o ofan cab
event,its consequence, o ikelihood
underfiting o Ranschaert,
underlying sructure ofthe dat. CEnik
cq (Seenote) Merriam- when members of discernble groupsare notconsistenty preseat in Encyclopedi
Webster_unde well-bein com_under
represented  proportionate o their numbers within the population. resentation
unexplainable Roman_. black box:
sbotn Nampolsidy_ opacity
Gnexplainabilt
y
h model
predefined way
unsupervised learing  Algorithms, which take a st of dta consising only of inputs and then they r iso_2382_ 1997
atribute " . .
them without any correctnesstest being performed on acquired knowledge thovigh
fecdback from external knowledge sources.
Note to cntry; Once a concept i formed, it s given a name that may be used in
subsequent learning of other concepts.
asabiity roduct or 1S0/1EC_TS_
< efficiency and sr2202%en)
Specifed context o use (note : The ‘spcified” users, goals and context of use
v Js and context of e for which
usabilty isbeing considered; note 2 used a% a qualfier o refer o the design
Knowledge, competencics, activities and d
ity seh portie, ’
! . usability
924111 Ergonomic of Human-System nteraction — Part 11U
and Concepts. 150, Geneva,Switzerland, 2018, hps: Javwwiso,
org/standard /63500 i
" e Usabiltygov
‘Typially, duringa test, participants il ry to complete typical tasks while
observers watch,sten and takes notes.
probiems,
participant’ satisfaction with the product.
individual or ¥ tem during  EEE_Soft_Vo tion,or other entity westhe  CSRC
its wilzation ab resources of a compute system or network
the practce of the principls,th users fora lear Vredenburg, aims IEEE_Soft_Vo
d arel " Jing b aab
a muli-discipinary approach factors,ergonomics and usabiliy knowledge and techniques.
wlidation C i UNODC_Gloss Confirmation, through the . - EEE_Soft_Vo pabilty . of the process of compiltion and o the resuls of this  OECD.
» aspecifc ary_QA_GLP . fora specfic ntended use or appicaton have been fulilec. aab e process. Evaluaton,
tothe Veriiation,
problem [Clonsists of cualuaing the operational effectivencss, operationsl and Valdation
il il Systemor s (TEvY)
under operationaly realistic conditions,
fricdman_ct_
human al_20
process.
wariable Avariable orcp Quantity or data tem whose value can change EEE._Soft_vo
oncofas numerical measure or  catg aab
Glassifcaion can be asigned.
p the dataintermsofts 20,
afect on the model ai_glosary
wariance oECD departure, o divergs from a known baseline or  IEEE_Soft_Vo.
I » its mean. expected value aab
verfuble can be checked fo correctness by aperson or tool 1s0/1EC_TS_ . DOD_TEVY tems that have st of Seshia_et_al_ Testand
sr2i202%en) the syst cortectness with resect to mathematicaly specfed requiements, 2022 Evaluation,
Verification
Question, "Did you buid the system correcty” and Valdation
(TEvY)
washing designed o mply that dproducts  TechTarget_Iv
tenuous or non-existent. B
word embedding pop: has been usedin Bolukbasi_ct_
many machine leaming and naturl langusge processing tasks. ... A word al_Debiasing_
embedding, Word_Embedd

phrase) was. 2RI serves as  ings
P g

prog

First,
togeth d, the
been shown to represent relationships between words.

applicable.
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FDA_Glossary

Meinshausen, Nicoli

“Title of artcle, chapter, or page Author(s) nd\/or Editor(s Volume Issue Pagels)
Protection Regtulation)
California Consumer Privacy Act of 2018
What s an Al inciden? Alincident Database Alincident Database.
Applicabilty of AtifcalIneligence in Different Fieds o Lie Shubhendy, Shukla . and Jaswal Vijay i 1 Research (ISER) [ 235
Glossary of Computer System Software Development Terminclogy Raymor, Willam 1, Jr “The Internationa Dictionary of Artifical Iteligence.
tossary. AlFairness 360 Al Fairness 36
Machine Learning Mitchell, Tom Machine Learni
“The Brookings glossary of Al and emerging technologies Allen, ohn B, and Darrell M. West Brookings Insiution
Brownlee, Jason Machine Learning Mastery
An exceutive’s guide to machine learning Pyle,Dorian and Cristina San José. Mekinsey Quarterly
A Glossary: Artfcal inteligence,in s many words. Hutson, Matthew Science BT B
Deinitions Foundation for best Practices in Machine Learning FBPML Wi
Glossary of Privacy Terms
Introduction L5 Glossary of Basic Terms Reznik, Leon Science Work for and Against Computer Security. v
EEE, Guide for Terms and Concepts in Inteligent Process Automation EEE Standards Association TEEE, Guide for Terms and Concepts in Inteligent Process Automation
s Rl et ore Areificial Inteligence: A Modern Approach (Fourth Edition)
wartz, Reva: Apostol Vassilex; Kristen Greene; Lor Perne: Andrew
it NIST Specia Publication 1270
Autonomy Levelsfor Unmarined Systers (ALFUS) Framesork NIST Special Publication 1011
Gartner Glossary Gartner Group
Trustworthy Machine Learning Varshney, Kush &
Jan, ik Blasch, isu Kwon, Joonho Kong, and Alexands
Artifiia ntelgence and Data Fusion at the Edge Aved IEEE A SYSTEMS MAGAZINE ® 7 e
Wallace, Brian Scpehr Akhavan-Masouleh; Andrew Davi; Mike:
Introduction to Arificial Inteligence for Security Professionals Wojnowicz: John H. Brock
National Security Commission on Artifcial Intellgence: The Final Report
Glossary of Satistical Terms ‘Organisation fo Economic Co-operation and Development
Recommendation of the Councilon Areifcial Inellgence okcp OECD Legal nstruments
Tabassi, Elham:Kevin J. Burns; Michael Jina-
Aaxonomy and Terminology of Adversarial Machine Learning Markhaim Julan T.Sexton Draft NISTIR 8269
P Joint ' Group NIST Special Publication 800-37 Revision 2 2(revision2)
Systems and software engincering ~Vocabulary 150/1EC/TEEE 24765
Gl i Kob Provost Machine Learning £
Machine Learning Mitchell Tom M. McGraw-Hillcience,/Engineering/Math
Cyber Security Planning Guide Federal Communications Commision
nformation ay NisT
Artificia ncligence: A Modern Approach Russel, Stuart Pt Norvig pearson
Bagging Predictors Breiman, Lea Machine Lesrning 2
Phillps, . Jonathon; Carina A Hahn; eter C. Fontana; David A
Four rinciples of Explainable Artifcial 3 ntelgence Broniatawski Mark A. Praybocki Draft NISTIR 8312
An ntroductinto Information Security Nieles, Michael Keley Dempsey; Victoria Yan Pllteri NIST 5P 800-12
Certified Defenses fo Data Poisoning Attacks Steinhard_lacob; Pang Wei Koh; Percy Liang 3ist Conference on Neurl Information Processing Systems
r,Erik R; Sergey Morozov: Paul R Algra Springer
‘Computer Vision Machine Learning and Futur-Oriented Ethics e Aoy Seattle Pacific Universi
“The Trouble with Bias Crawford, Kate NeuralInformation Processing Systems, Long Beach
Avificia Inteligence Glossary. Councilof Europe.
Kuchn, Andreas: Miton Mueller 2014 TPRC Conference Paper
Model Assertions for Monitoring and Improving ML Models &
Wht I Residul Analyss? MathWorks
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