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Cyber Security Services. Overview

Cyber Security Services brings together enterprise security
- governance, policy, procedure and operations - under a
GARY JOHNSON . . . . .
Cyber Security single, accountable enterprise organization. This allows for

Services

chiefinformation €N d-to-end direction setting and execution for enterprise

Security Officer .

security.
ANNALISE * Policy. Setting enterprise security policy and standards
ECQQ:@ELETR * Solutions. Partnering with Strategy & Design to drive enterprise

Services

security architecture
Deputy Chief . . . . . .
Information Security  * Services. Delivering on day-to-day enterprise security operations
Officer . . . Je . . .
* Security Operations Center. Providing dedicated, real-time security
monitoring and response for enterprise operations
* Consulting. Provide cyber security consulting services to executive
branch agencies
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Cyber Security Services. Unification

e Current State Assessments. Engaged
Deloitte, Gartner, and KPMG to gauge the
culture of CSS and the overall IT security
posture of the state

* Firewall Replacement. Deployed Next-Gen
Firewall Capabilities

* (CSS Priorities. Assessments informed the
EIS Strategic Framework for 2020-2023

* RACI + Service Catalog. Used Gartner to 6.
facilitate agency engagement—clarifying IT
security roles and responsibilities with a
RACI Matrix and CSS Service catalog
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CSS Accomplishments
2019-21
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CSS Highlights - Pandemic Response

* Increased VPN capacity for increased

telework
« MFA rolled out statewide S e
* VPN and M365 . o
* Oregon Emergency Management T e sesn | 18 o
the US declare a Or%apz?tuliniw‘[ ]
Suppor:t . L . The United States ::)l(g(ellraﬂTa[cLs]g;oup The country of Italy é);i}erattack; 9'0 tp \
e Participated in joint effort to improve declaras fe Fixi 64% S 22%
Fusion/OEM cyber incident reporting S soup 28%
procedures 4%
* Participated on the Statewide TIGER = o = 5
team to ensure 2020 election security J?Ngw >>FEngJARY >>I\§ARCH % 1 A‘!{CH
i 100% CSS Staff WO rking from home Data source: Computer Weekly via Carbon Black

 COVID drove exponential threat spike
* And exploited new technology
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CSS Highlights - Internal Focus

* Firewall lifecycle replacement
 Web Application Firewalls

e Security Information and Event
Management

* Migrated Integrated Eligibility SIEM
from DHS|OHA to CSS

 Added new capability for "Network
Threat Detection”

* Life cycle replacement upgrade
* Health check of SIEM.

e Network Intrusion Prevention

e Network Performance Monitor
Suite

* Network and Security
Modernization Project

* RFP in progress : @ew ENTERPRISE
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CSS Highlights - External Focus

Microsoft 365 effort

* Developing roadmap for E5 Security Suite
* Intune Mobile Device Management (MDM)
* Advanced Threat Protection (ATP)
* Security and Compliance Center/Secure Score
* Data Loss Prevention

» (SS Service Catalog/RACI

 Critical\Compliance Infrastructure Logging
* Scope determined
e Business case completed

* Information Risk Management
* RFPin process

* Preparing to start contract negotiation with
chosen vendor

* DNS Filtering
e All DCS DNS customers
e Adding non-DCS agencies

* Provided Albert sensors for all Oregon
counties that chose to participate

e Allbut4 ENTERPRISE
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State of Oregon Albert Adoption By County
June 1, 2021

24x7%x365 Network
Monitoring Service

B Albert Online

B Declined Offer
[ 1 Installation Pending

Coverage by

Percentage of 9 9 . 4%

Population:

(includes Marion and Linn Counties)

Thirty (32) counties accepted the
offer by Oregon state government
to deploy a network security
monitoring service offered by the
Center for Internet Security (CIS)
through the Multi-State
Information Sharing and Analysis
Center (MS-ISAC). This service is
being provided/offered to all
Oregon counties at no cost to

R oW ENTERPRISE
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CSS Highlights - Education

* Awareness & Training:

 Updated Awareness program for
2021 to include a security miniseries
for the year

* Ability to test out of the Annual
Security training, this change was
based on feedback from users and
our workgroup

* Developed reusable SIEM training
content for support staff with
vendor.

* Entire Security Infrastructure team
completed Certified Network
Security Administrator firewall
training

e Staff are obtaining
certification
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CSS Highlights - Education: Cybersecurity for State Leaders

i,
ll l CYBERSECURITY
FOR STATE LEADERS

e Partnered on Cyber Security
Training for State Leaders

* The ecosystem of cybersecurity
* How and why cyber attacks work

* Best practices on how to protect
yourself against cyber threats,
i.e. how to not get D.U.P.E.D.:

Deploy multi-factor authentication

Update software regularly

Passwords — make them strong!

Encrypt files/folders, and backups

Don’t click on things you shouldn’t
(and what to do if you accidentally

do!) ; - B ENTERPRISE

DEPLOY MULTI-FACTOR AUTHENTICATION [MFA]
WHAT IS IT? HOW DOES IT WORK? SETITUP
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CSS Maturity Assessment

a work in progress...



Security Maturity. CSS Current State*

Security Maturity is a
measure of an
organization’s ability
to protect itself and
it’s services in the
current threat
landscape

wesado

o

Vulnerability Management

Physical Security

™~
I

Reactive Proactive Managed _

Application Security
5

N~

(5]

Service Continuity

Change-Config Management

-
-

Network Security

Security Analytics

Mobile Security

Gartner

Minimum Due Diligence

ID-Access Management

Data Security

Governace-Risk-Compliance

Endpoint Security

a@m (O CSS

Application
Continuity
Change
Data
Governance
Endpoint
IAM
Mobile
Analytics
Network
Physical
Vulnerability

| 24
|18
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CSS in Context. State + Local Government Peers*

Security staff as a Percentage of IT Staff IT Security Spending per Employee

Security Spending as a Percentage of IT

Spending 6.00% 5.60% $1,400 $1.308
£.00% 5.70% = 00% $1,200
5.00%
4.00% $1,000
4.00% 5800
3.00% 2 50%
3.00% $600
2.00%
2.00% $400
1.00%
1.00% 0.63% $200 8142
0.00% L 0.00% 5 I

Oregon CSS 2017-19 (annual) Peer Group Avg Oregon CSS 2017-19 (annual) Peer Group Avg Oregon CSS 2017-19 {annual) Peer Group Avg

e Security as a % of Overall e Security Staff as a % of IT e Security Spending per
IT Spending. “CSS Staff. “CSS’s proportion Employee. “CSS security
spending on security of security staff [2.5%] as spending per employee
operations [0.63%] as a a percentage of total IT [6142] is significantly
percentage of the overall employees is lower than lower than the peer
IT budget is significantly peers [5.6%]” group average [51,308]”
lower than other State
and Local Government Gartner

Organizations [5.7%]”
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RAC/

recommended security roles and
responsibilities
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IT Security. Current State Responsibilities*

Cyber Security Services (CSS) Data Center Services (DCS)

* Local Network Connectivity
e Statewide Network

DCS . Connectivity

Storage Management

* Enterprise security policy
e Security monitoring of the state

network CSS

* Managing perimeter and border

firewalls e Computer Hosting
e Enterprise incident response * Secure Connections
e Enterprise security architecture * Enterprise Email
* Dissemination of security training .
+ Policy Agencies
e Security best practices across state

government

Agencies

* Agencies are ostensibly responsible for everything that DCS and CSS don’t handle
* All executive branch agencies are expected to follow CSS guidance.

Gartner , ENTERPR'SE
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RACI. Determining the Future-state of CS5*

Security Capabilities

* Program Management

* Governance, Risk and Compliance
(GRC)

e Security Architecture (standards)

* Infrastructure and Data Protection

* |dentity and Access Management
(IAM)

* Security Operations Center

e Security Administration

e Systems Integration

* Vendor Management

* Security Consulting

Gartner

Those who do the work to achieve the task. There is typically one role with a participation
type of Responsible, although others can be delegated to assist in the work required.

Approver or final approving authority accountable for reviewing, approving and taking
ownership of the deliverable/activity.

Those whose opinions are sought; and with whom there is two-way communication.

Those who are kept up-to-date on progress, often only on completion of the task or
deliverable; and with whom there is just one-way communication.

information services




CSS Security Catalog

recommended service offerings
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CSS Catalog — Future-state Capabilities and Services*

37 centralized service offerings across 10 primary programmatic capabilities

Program Management

* Security Policy-Setting + Advisory

* Statewide Security Management
Plan

* Security Program and Resource
Management

Identity and Access
Management (IAM)

* |dentity Lifecycle Management +
Advisory

Governance Risk &
Compliance (GRC)

*  Working Group(s) Sponsorship

*  CISO Roadshow

*  Requirements-setting + Advisory

*  General Security Awareness
Training

Security Administration

* Release Management
Requirements + Advisory

* Change Management
Requirements + Advisory

Security Architecture

* Standards-setting

Systems Integration

* Secure Technology
Transformation Guidance

Vendor Management

* Vendor Contract Review
* Vendor Security Evaluation +
Advisory

Gartner

Security Consulting

* Security Risk Assessment

*  Business Enablement + Advisory

*  Business Case Security Consulting

e SOC Advisory (reference SOC
capabilities)

e Configuration and Security
Review

Data and Infrastructure

and Operations (1&0)

* Endpoint Security Baseline
Guidance

* SDLC Process Framework +
Advisory

* Data Protection Configuration
Guidance

* Network Operations Consulting

Security Operations Center
(SOC)

* NIDS Monitoring

*  Firewall Log Monitoring

*  Platform Log Monitoring

*  Security Advisories

* Incident Recording

* Incident Consulting

* Incident Response

* IT Forensics

* Internal Vulnerability Scanning
*  External Vulnerability Scanning
*  Penetration Testing

*  Threat Hunting

* Red/Blue Teaming

' ENTERPRISE
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Security program isin a
reactive posture

Overall security posture is 25%
lower than peer group
50% of security program
capabilities appear to be
critical risk exposures
Spending on security
operations is significantly
lower than other state
governments: 0.6% versus
5.7%

Gartner

Summary — Key Benchmark Takeaways*

Accountability and execution
across the 10 primary
programmatic security
capabilities

Recommended initiatives
include enhanced agency
support, communications,
coordination and governance
CSS is primarily accountable
for governance and overall
security program deployment
and management

Agencies primarily responsible
for execution of security

37 centralized service offerings
across the 10 primary
programmatic capabilities
Catalog offerings are strongly
focused around monitoring
and incident response,
standards and governance,
vulnerability management
and awareness, identity
lifecycles and change
management

¥ ENTERPRISE
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Plans

next biennium

ENTERPRISE

information services



Future State — RACI Overview*

Css Shared Strategy & Data Governance and
Capability DCS . g o Agencies
CISO GRC* SOC Operations Services Design Transparency
Program Management (policy) AR, C | I [ G G Gl (o G
Gov.ernance., R.isk, Compliance A C | | I R, C R, C C I C AR, C
(requirements, guidelines, awareness)
Security Architecture (standards) A C | I [ R, C R, C (o G| R, C
Infrastructure and Data Protection
(includes platforms, applications, data, vulnerability A, C R C R, I R, C R, C C, I C, I R, C
management)
Identity and Access Management A C R C I R, C R, C C | C R, C
Security Operations Center (including «
incident response and vulnerability assessment) A I R Cr I Cr I Cr I I I C' I
Security Administration (patching, system
admin., change management, operational user C R C R R, C R, C [ | A, R, C
provisioning)
Systems Integration C R I Gl R, C R, C G | AR, C
Vendor Management C R I [ R, C R, C [ | AR, C
Security Consulting A R R R R, C R, C (o G| |

¢ ENTERPRISE
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Next Steps

* Mature agencies connection into
CSS (POP 126)

e Cybersecurity Assessments:
Finalized the 2021 assessment
schedule

* END POINT \ MDM

* Expand Web Application Firewalls
across the enterprise

e Re-establish the scope of scanning

* Enable Risk-Based Vulnerability
Management

* Enable Web Application Scanning

e Security Network Planning and
Architecture

ENTERPRISE
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Incident Response

mitigating the impact
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Cybersecurity Mitigation Methodology

Incident Response Plan Disaster
Management Recovery

' ENTERPRISE
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Incident Response (IR)

An effective incident response
plan helps ensure that

the right people,

with the right skills,

experience, and

decision authority,
know what procedures to
follow to contain and remediate
an information security incident

Benefits of an IR Plan

* Rapid detection and
response

e Effective communications

e Mitigation of reputational,
financial, and business
impacts

Figure 26

Why is an IR plan important?

Impact of 25 key factors on the average total cost of a data breach

Change in US$ from average total cost of $3.86 million

Incident response testi

BUSESS Conunuiy
Formation of the IR team
Al platform
Red team testing
Employee training
Extensive encryption
Security analytics
Threat intel sharing
Board involvement
Cyber insurance
DevSecOps
Vulnerability testing
Data loss prevention
CISO appointed
Managed security services
ID theft protection
Remote workfaorce
Lost or stolen devices
IoT/OT impacted
Third-party breach
Compliance failures
Security skills shortage
Cloud migration
Complex security systems
-$500K -$400K

-$300K -$200K

B cost mitigating factors [l cost amplifying factors

~5278,597 I
-$272,78c I
-$259,354 I
-$243,184 I
-$238,019 I
-$237,176 I
-$234,351 I
-$202 874 I
-$199,677 I
-$199,145 I

-$191 618 I
-$172,5817 I

-$164,386c I

-$144,940 I

ng -$295,267 I

-378,054 NN
-$73,19¢ N

-$100K

0 $100K

I $136,974

I 5192,455

I 5206,958
———— 5217111

I 255,626
I 5257,429
=] VL.ylL .U
. 5291,870

$200K

$30

0K

$400K $500K
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State IR Plan. What has changed?

* Layout and Readability. Improved

State of Oregon format and fewer security-related
Information Security terms and acronyms
Incident Response Plan * Housekeeping. Updated to reflect
current ORS and Statewide Security
Policies

* NIST-Aligned. Aligned to NIST’s
Cybersecurity Framework

* Roles and Responsibilities.
Updated to reflect working
relationships between Cyber
ENTERPRISE nsAips LY
information Services Security Services and its partner
agencies

ENTERPRISE
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State IR Plan. Response Processes and Escalation

Preparation. Exercises, training, and

2. security awareness =l Incident
. . ESCALATION AND ESCALATION-BASED COMMUNICATIONS

Identification. Detection, alerting and
initial fact finding

—~
[ ]
y
‘ Escalation Level Involved Parties Communications*
e

Scoping and Classification. Triage, B0 SIS

licabl
Initial detection, routine, triage (as applicable)

preliminary forensics, business impact
analysis, incident escalation, CSS A L ey s
. . Ageney determines hat i mests |, 0 jile Management Involvement
resources engaged, and activation of oy T .
command structure et |2 S8

- Containment. Limiting incident impacts LFVEL 3 e
' Example Triggers: *  Agency CISO/CIO(s) (multiple agencies) *  Governor's Office
I . . . ol Aponey wide spread | " Agency/State/Goveror's PIO + State CIO (if not
- % and ensuring communications control " * Gmseo - {optenah OEWOERS
. . L. . i © DS Administrator (o5 applicable s ;;:E :Sj 'j::s':f:rl
v Eradication and Recovery. Elimination e |* 0 + Lawfrcemen
to state (e.g. reputation, (consult DOJ)
./. . d regulatory)
of threats and vulnerabilities an —
. . Example Triggers: * Governor Representative (if not already involved)
reStoratlon O.f SerVIceS . Scopa_bevondiust : g:::z:i)otasapplicable) : m:lcf:genter
ey =) «  DCS Administrator (as applicable) «  OEM/OERS
. . . e - ree" «  Agency Director (as applicable)
ﬂ Post-Incident Activity. Lessons learned " serioussewideor i || [SE0 S/ Coremars PO s BRI con s v
state impact assumed to be additive, whereby
* TAG-OEM lower levels also includes the
H H + G RPC licable) EQ 08-20 tifications of th
——and continuous improvement " Covenor GRC (s 0820 [
+ DOJ

' ENTERPRISE
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Cyber Disruption Plan

* The National Governor’s Association (NGA)
supported Oregon in establishing a “Whole
Community” Cyber Disruption Plan.

* Engaged participants from State Agencies,
Cities and Counties in Oregon as well as our
Federal partners to develop the plan

* The plan covers Roles and Responsibilities,
Resources and Services, Principles, Plan
Training and Exercise and Plan Maintenance.
Appendixes cover services available: State
and Federal; Templates; How to prepare for a
Cyber Disruption and various references.

* Next steps include socializing the plan to
across the state; establishing a website for the
plan and related materials

¢ ENTERPRISE
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