Information Security




Cybersecurity is a culture.
We need to create a sphere

of influence where everyone
is an active/invested
participant.
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Overview

« Governance, Standards & Training
 Policy and Process

« Partnerships

« Security Architecture

« Assessments

« Network, Data, and Application Security
« Monitoring & Analytics

« Upcoming/Future Projects




Governance, Standards, and Training

« Security Plan

- Standards

« Annual Security Awareness Training




Policy and Processes (Last 12 months)

« Acceptable Use

« User Password

« Data Classification

« Security Awareness and Training

« Access Control

« Remote Access

 Electronic Commerce Services

« Criminal Justice Information Services (CJIS) Security




Collaborative Partnerships

« CIO Council
« State Information Security Council (ISC)
« Cyber Workgroup

« Threat Information Gathering and Election Resources
(TIGER) Team

« Elections Infrastructure Information Sharing and Analysis
Center (EI-ISAC)

. IIV|SL/IA|ESState Information Sharing and Analysis Center (MS-




Security Architecture

Next generation firewalls

Web application firewalls (WAF)
Endpoint Detection and Response (EDR)
Data collection and analytics

Network Access Control (NAC)




Assessments

« Governance, Policy & Training

« Cerium - Information Security Risk Assessment — Dec
2018

« SOS / InfoTech — Guided Risk Assessment — Dec 2019

« FireEye / Mandiant - MAZE Ransomware Assessment —
Nov 2020

« Cybersecurity & Infrastructure Security Agency (CISA)
— OCVR Assessment — Dec 2020

« CISA - BERI Application Assessment - Jan 2021




Network Security

« Malicious Domain Blocking Reporting (MDBR)
« Website filtering blocking

« Log correlation monitoring and analytics

« Bot defense systems

« Incident Response

« 24-hour system monitoring and alerting — Crowdstrike
and Albert Sensors




Data Security

« Enterprise application scanning
« COTS software scans
« Remote workstation scans




Application Security

« The WAF monitors, allows and blocks traffic
« Enterprise application scans
« Data collection & analytics system




Monitoring and Analytics

 Normal vs abnormal

Threshold alerts

Customizable Dashboards

Investigations

Identification of new/unauthorized devices




Upcoming/Future Security Projects

Security Information and Event Management (SIEM)
Upgrade EDR

Expanding remote sensor and monitoring
Penetration and Vulnerability assessments




QUESTIONS?
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