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Audit Recommendations. EIS Response



National Privacy Landscape. Evolving Rapidly…



Differentiating Privacy. Frameworks and Related Roles

Chief Data Officer (CDO)

•Data governance and effective 
management

•Ethical Use

•Data-informed culture

•Transparency

Chief Privacy Officer 
(CPO)

•Privacy strategy

•Compliance with privacy 
regulations

•User preferences and 
privacy management

Chief Information 
Security Officer (CISO)

•Security Operations

•Security Administration and 
Architecture

•Identify and Access 
Management

Risk

Data Ethics

Compliance 
+ Legal

Technology
• “Identify-P – Develop the organizational understanding to manage 

privacy risk for individuals arising from data processing.” 

• “Govern-P – Develop and implement the organizational structure to 

enable an ongoing understanding of the organization’s risk 

management priorities that are informed by privacy risk.”

• “Control-P – Develop and implement appropriate activities to 

enable an organization or individuals to manage data with 

sufficient granularity to manage privacy risks.”

• “Communicate-P – Develop and implement appropriate activities 

to enable organizations and individuals to have a reliable 

understanding and engage in a dialogue about how data are 

processed and associated privacy risks.”   

• “Protect-P – Develop and implement appropriate data processing 

safeguards.” 39F

NIST Privacy Framework 1.0



Privacy Program. Key Capabilities and Questions



Open Data Guidance. Privacy for Open Data

STEP 06

Conduct final open 

dataset risk assessment 

and publish (if 

applicable) 

STEP 02

Note current privacy 

approach (if applicable)

STEP 03

Conduct benefit 

assessment (benefit = 

potential benefit x 

likelihood)

STEP 05

Determine privacy 

approach; e.g., 

granularity, de-

identification, and geo-

masking

STEP 07

Planning and periodic 

reevaluation of datasets

STEP 01

Identify sensitive or 

protected data 

elements

STEP 04

Identify the impact and 

risk of re-identification, 

and conduct a risk 

benefit analysis



Thank you.


