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Audit Recommendations. £/S Response

1. Request funding to establish a statewide privacy office and appoint a Chief Privacy
Officer, or similar role, whose position will have the authority, mission, accountability,
and resources to coordinate and develop statewide privacy requirements. Charge the
CPO with the following tasks:

a. Develop a strategic plan and timeline for coordinating an enterprise privacy risk
assessment, developing statewide policies and procedures to manage and
monitor privacy risk, and providing privacy training to agency personnel and
third parties engaged in data processing;

b. Work with other state officials as necessary to ensure roles for responding to
incidents involving PII are clearly and consistently articulated in statewide
policies, procedures, and plans; and

c. Onceroles are clearly established, work with other state officials as necessary to
ensure incident response training is provided to agency personnel consistent
with assigned roles and responsibilities.
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National Privacy Lan
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The Top-10 Most Impactful

Provisions of the CPRA

The California Privacy Rights Act passed on November 3, 2020. The majority of the
CPRA’s provisions enter into force January 2023, with a look back to January 2022.
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New Enforcement Agency
California Privacy Protection Agency

Sensitive Data

New definition, limits on use and sharing,
mandated link or respect of global opt-out
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Expanded Breach Liability
Definition now includes email/
password combinations

Audits and Risk Assessments
To be prescribed through regulation
for high-risk processing
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w and Profiling
Restrictions for certain industries

Data Correction

New consumer rights
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Children’s Data

Strengthened opt-in for sale or sharing
and enhanced penalties for violations
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Employee Data
Expanded moratorium
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Data Retention
Necessity-based limitations
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Service Provider/
Contractor/Third Party
New obiigations and clarifications

scape. £volving Rapidly...

State Comprehensive-Privacy Law Comparison

Task Force Substituted
for Comprehensive Bill

Bill Died in Committee
or Postponed

. None
Statute/Bill in Legislative Process:
Introduced
In Committee
Cross Chamber

Cross Committee
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Differentiating Privacy. Frameworks and Related Roles

NIST Privacy Framework 1.0
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/ Chief Data Officer (CDO)

. / ;
Cybersecurity . Privacy eData governance and effective
Risks [ related privacy Risks
e management
IDENTIFY [ even IDENTIFY-P eEthical Use
PROTECT |  PROTECT-P GOVERN-P .
= \ DETECT CONTROL-P eData-informed culture
RESPOND RESPOND " coMMUNICATE-P *Transparency
RECOVER \RECOVER
~
° “Identify-P — Develop the organizational understanding to manage
privacy risk for individuals arising from data processing.”
e  “Govern-P - Develop and implement the organizational structure to Chief Information Chief Privacy Officer
enable an ongoing understanding of the organization’s risk Security Officer (CISO) (CPO)
management priorities that are informed by privacy risk.” eSecurity Operations ePrivacy strategy
° “Control-P — Develop and implement appropriate activities to eSecurity Administration and eCompliance with privacy
enable an organization or individuals to manage data with ArETEELE regulations
.. lari . ks e|dentify and Access eUser preferences and
sufficient granularity to manage privacy risks. Management privacy management

° “Communicate-P — Develop and implement appropriate activities
to enable organizations and individuals to have a reliable
understanding and engage in a dialogue about how data are
processed and associated privacy risks.”

° “Protect-P — Develop and implement appropriate data processing
safeguards.”
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Privacy Program. Key Capabilities and Questions

5 J Establish E:n Maintain '!:?Q Evolve With whom How will we How are we Where are
do we share destroy the protecting we holding
- Discovery « Measurement and AT the data? data/dispose of it? the data? the data?
« Classification Reporting Pseudonymization
« Risk Assessment and = Data Mapping/Life Cycle = Analytics and Business
Tracking Visualization Intelligence (ABI) How are we How do we Whose data How are we
« Record Keeping (ROPAs)  * PIA (Privacy Impact = Data End-of-Life Controls fiteees classify do we hold? protecting the
Assessment) Automation the data? the data? data?

= Data Minimization

= Incident R
= Notice and Policy L e

Augmentation

= Consent and ' How can we How long should Why are we
« P Center (End-U . : -
Preference SQ};"";;’NEQ E,L‘rta'}) o find the data we retain the eraet 't]:lgltquo holding the
Management (CPM) today? data? ' data?

= Cookie Management

= Subject Rights
Management
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Source: Gartner (September 2019)
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Source: Gartner
ID: 376084
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Open Data Guidance. Privacy for Open Data

Identify the impact and
risk of re-identification,
and conduct a risk
benefit analysis

Note current privacy
approach (if applicable)

STEP 04

STEP 02

®

N @A
STEP 01 STEP 03 : @ :
Identify sensitive or Conduct benefit = @

assessment (benefit =
potential benefit x
likelihood)

protected data
elements

Conduct final open
dataset risk assessment
and publish (if
applicable)

T STEP 06
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STEP 05 STEP 07

Planning and periodic
reevaluation of datasets

Determine privacy
approach; e.g.,
granularity, de-
identification, and geo-
masking
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