SB703 Relies on EXISTING
LAW and process (45 CFR
164.508)

A consumer can choose to
comply with this bill, with a
pen and a piece of paper...
No additional new
technology, company, or
government bureaucracy or
infrastructure is required...

MIPAA COMPLIANT AUTHORIZATION
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Senate Bill 703

Reprematsitr (.o\mt_m. HOLVEY, Senstors BEYER, BOGUIST,

MEEER,
TEN, SOLLMAN, STARK, WiLDE WILEON, WETT (4t
the request of “Hu-manity.co)

SUMMARY

The following summary i peopared by the spossces of the it part of the body thereel subjoct
to consideration by the Lnuluve Assembly. It is an edea l-ml !‘.clemm of the essential features of the
mesury o introduced.
Prohibits commercial sale of health information by rm'«rwl l'nut business associate, subcor-
u‘urlur a5 defined by Health lm‘uun:u Portabi and Acc ty Act of IQES or other third
without suthorization o Whase henith snformation’ would b incladed n sale.
viola! of prohibition unlull’ul pnﬂ.l!
Beoses operative Jamuary

A BILL FOR AN ACT
Helating to the sale of he: information; creating new provisions; and amending ORS 646,608,
Whereas the Health Insurnnce Portability and Accountability Act of 1996 (HIPAA) protects the
privacy and security of the protected health information of an individual and nffords the individual
the right to sccess, amend and oblain an W e of disclosures of the ind unl's protected
Bealth information; and
Whereas HIPAA balances these protections and individual rights with the need to aveid the
unnecessary barriers to the access of quality health care; and
notwithstanding uals’ expectations that protected health information will be
used and disclosed as necessary to treat them, to bill for treatment and, Lo some extent, Lo operate
a covered entity’s health care business, protected health information is oflen used for purposes un-
related to treatment, payment or health care operations of the covered entity: and
Whereas companies that provide services on behalf of covered entitios that give them and their
contractors access Lo protected health information, routinely de-identify individuals’ protected health
information in order to sell the information in de-identified form to third parties for remuneration;
and
Whereas ndter protected health information has been deidentified, it is no longer protected by
e-identification process itself is & use of protected health in-
that may only be performed under limited circumstances and for limited purposes under
HIPAA; and
Whereas an individunl may nuthorize a use or disclosure of the individunls protected health
information that is not otherwise permitted by HIPAA, such as for the de-identification of protected
health information for the purpose of commervial sale; and
Whereas the individual who authorizes the dentification of the i ual's protected health
informaticn for the purpese of commercinl sale should have the right to assert o property interest
in the health information such that the individunl may receive remureration in connection with the

commercial sale; now, therefore,

NOTE: Master o babfaced type in an amended ssctio is nrw; matter i f a0 ber amitsed.
New see




DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual number
of purchases made
with a Visa credit
card in the last 24
months

Socioeconomic status

) _ Economic stability
45 years of historical

data on name changes
and residential history

One of nearly 200 “ethnic codes”

Assimilation score
Age

Catholic
Genf’e' Religion - Jewish
Education Muslim
Employment
Arthritis
@ Political views Health Cardiac health
Relationship status interests Diabetic
Disabled
Number of children ACXIOM
PROF‘LE Alcohol & tobacco interests
Eouaces Casino gaming & lottery interests
Activities
Media usage < is a heavy Facebook user
likelihood ;
L that «is a social influencer
oans A R
R someone: 4is socially influenced
Net worth

< has no formal banking

Vehicles owned relationships

< has no major
medical insurance

Properties owned

likelihood someone in a

Details about banking
person’s household is:

Qand insurance policies

Range of new

Details about someone’s home,
Q including the number of bedrooms

i multi-famil
creditgranted planningto  planningto  filingtaxes  Type of home 2 y
have ababy adopta child inApril mobile home
V. v v prison
EAENEEETTT S

Acxiom provides of up 3,000 attributes and scores
on 700 million people in the US, Europe, and other regions.

Age
Gender
Education
Occupation

Number and age
of children

Income
& pent
Net worth

Hobbies
Interests

Purchases

2

Credit card holders
by brand and type

Expecting parents
New parents

ﬁ New movers

purchased

Nabisco Triscuit crackers
Starbucks coffee

Bayer pain relief products
Frozen ethnic foods

interested in

politica

searched for

Buying power

Moderate

A A

Very high

student loans
mortgages
refinancing

gay & lesbian movies

air force
army
navy
marines

lottery & sweepstakes

interested in ecology
lissues healthcare
such as - homeland security
immigration
taxes

schools and financial aid
flights, hotels, car rentals
allergy relievers

stomach issues

hearing assistance

heart failure

medical facilities

military base names
abortion, legalizing drugs
or gay marriage

protests strikes, boycotts
or riots

Oracle sorts people into thousands of categories

and provides > 30,000 attributes on 2 billion consumer profiles
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Below is demonstration of the matchup of the state health information with a newspaper story. [source].

;o::;:al 162: Sacred Heart
Medical Center in
Providence
rype of Seey g —_MAN_AN, OTORCYCLE
Length of Sta & days . .
Do dere O 60-year-old [Soap Lake man lwas hospitalized
Sratas prder the care of awurcay afternoonjafter he was thrown from his
s T L metorcycle. Ronald Jameson was riding his 2003
e e e T Tosaranss Harley-Davidsont north on Highway 25, when he
625: Other government . . e tO the le&. His
Emergency E8162: motor vehicle - a 2
Codes traffic scvidest dus motorcyeie became airborne|before landing in a
T control mv W00 area. Ja n was thrown from the bike;
Codes :: ;::::.Ipciflid part h as wearing a 1 .
tasetti other Sllovins ncident. He was taken to Sacred Heart Hospital.
e / The police cited speed as the cause of the crash.
-%%74 [News Review 10/18/2011]
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Z
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A growing industry
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BLOCKBUSTER VS. NETFLIX
A Five Year Comparsion
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Solution Architecture

Authorization
Consent

&

Pati

ent

Distributed Ledger Technology

_______________________________________ e e
Allowed to use Digital ONLY allowed to use ! i Verify
identifiable data Pharmacy Labs Health “deidentified” data | | status of

without explicit 1 | consumer
Hospital consent& ' ; data
Systems authorization | 1
%?: + EHR l l l |
Doctor Systems ‘ i i
Data | Data
Payer Reseller i  Buyer
Systems Data Data Data B
Aggregator Aggregator Aggregator '
GUID for data added, (SHA-256)
246d27584afb4acc9c1d32cb2b7092e7ch46eec88407b1206bd1390632891ebe
R



Solution Architecture

G g e Dital OWLY stowedo oo | | Vet | @
Consumer : identifiable data E i Pharmacy Labs Health der:‘sl:‘l:':'fd dar“lﬂ : i znn:j:\er :
downloads App, | o om0 Sﬁéervﬁfﬁ CTh.ﬁieE
claims digital data E ' | 5 ’ :
t E a4 ar ; : embedded in data
as property ! Doctor Systems | S I — i !
R 1 ’ ’ . ] Buyer can test
E seoms | o . - — large datasets with
e i | foweweor  Aogeguer Aageger l | GUID to see terms
Consu mer aqgrees = _.1 GUID for data added, (SHA-256) - Of eXpIICIt Consent
o e cohg by, Authorization S 3T S ) and authorization
. nortto Fonsent — Distributed Ledger Technology —
notify organization
or industry, and
selects
permissions for Organization or Unique GUID Buyer installs
control of data industry notified of added to data for blockchain with
cohort’s behalf members of cohort selected services

Buyers may use healthcare
record with explicit consent and
authorization



