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Enterprise Security Strategic Roadmap e

2017-19 strategic priorities

Unify IT security
R - Build cfficient, high-value
Vi) ©'J2nization tha enables state

business

EREEESEIORE A Establish security risk management
R ¢ tablish robust riskcbased

enterprise security program with

Application Security clear connection to business
leadership

Take security operations center
enterprise-wide

* Build rapid information security
detection & response capabilities
across the enterprise

FOCUS
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Enterprise Security Goals

2017

Form new ESO, Ops review,

Governance

* |dentify affected personnel .

 Individual and organizational
meetings with affected
entities

e Determine enterprise security
org structure

« Staff key vacancies

« Execute IAAs to cover period
through end of 2017 where
necessary

o Establish enterprise security
risk oversight and
governance within state
leadership

e Start existing staff
reassignments

2017-19 Biennium

20118

Continuity of existing services,
metrics

Services in top risk areas,

reporting

« Establish enterprise security
services:
e Enterprise Detection &
Response (SOC)
* Application Security

* Publish revised enterprise
Information security policy

Start publishing quarterly
report cards

Establish enterprise security
services:
* Vulnerabillity
Scanning/Mgmt.
e Security Architecture &
Solutions
o Security Risk Assessment

Institute ESO agency enabling ,
capabillities

Define agency & enterprise
report cards

ldentify requirements for role-
based or sector-based
training

Complete all existing staff
reassignments

2049

Evaluate, course correct as
needed

e Conduct external
review/audit of enterprise
program

 |dentify gaps and need for
additional new services

e Conduct customer
satisfaction survey




Cyber Oregon

Implementing.and'SB 90 (2017) and planning for a
Cybersecurity Center of Excellence




Oregon Cybersecurity Advisory Council

advising the State CIO on cybersecurity

Andrew Plato, Council Chair

Anitian
ffi?’/ﬁ Kerri Fry, Council Vice Chair
(‘5‘{’@ Redhawk Security
7
f/)éf' Michael Gutsche

& Microfocus

Charlie Kawasaki
Software Diligence and Technology
Association of Oregon

Andy Schroder
Public Law Enforcement/Intel

*the biggest cybersecurity concerns facing organizations in Oregon

Tom Quillin
MacAfee

Kris Rosenburg
Oregon Institute of Technology

Ken Kestener
Lake County Commissioner

Dennis Tomlin
Multnomah County and Technology
Association of Oregon
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Cyber Oregon Stakeholders

cross-sector coordination, cyber talent development and collective impact
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Cybersecurity Center of Excellence (CCoE) o

engaging with the Center for Public Service

_ ¥ CPS MISSION
" Center for Public Service

~ CPS provides individuals, public sector and non-
- profit organizations access to the intellectual
resources and practical experience of the
Hatfield School of Government in order
to improve governance, civic capacity and
public management locally, regionally,
nationally and around the globe.
CPS CONSULTING
AND RESEARCH




Cybersecurity Center of Excellence (CCoE) o

engaging with the Center for Public Service

and State

or Public Service

OUR KEY
RESEARCH QUESTIONS

1. How are other states approaching cybersecurity?

T0 00 LIST

€ Comparative Policy Analysis

@ State-Wide Web Survey

€ Regional Focus Groups

@ Geographical and Network Analysis
© Funding Opportunities Catalog

2. What are the biggest needs for Oregon
organizations?

3. Where are the cybersecurity resources and
networks that can help fulfill these needs, and
where are there new resources needed?

4. What funding opportunities are available?

HTTP://WWW.PDX.EDU/CPS/CYBERSECURITY

AND FINALLY,
What does all of this mean for the CCoE
initiative in Oregon?




Cybersecurity Center of Excellence (CCoE) O

Center for Public Service statewide web survey — responses by industry

11.80%:
11.31%%
10.12%:
10.711%%
7.74% 7.74%
40.48%
. Information technology (IT) or telecommunications . Healthcare/medical . Financial/banking/insurance Government (federal/state/local)

.AI'-.-'ITLIE (Agriculture, Mining, Transportation, Utilities, Construction) . Education All Others Co)



Cybersecurity Center of Excellence (CCoE) ©

Center for Public Service statewide web survey — responses by county

6.63%
7.23%
24.T0%
\ 4.22%
12.65%
13.25%
\
31.33%
. Clackamas County . Deschutes County . Lane County . Marion County Multnomah County . Washington County All Others
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National Trends Iin Cybersecurity

struggling to meet workforce demand

Cybe rsec u rity [ Metro Areas ] Total job openings v
Supply/Demand '
Heat Map

Cybersecurity talent gaps exist across the
country. Closing these gaps requires
detailed knowledge of the cybersecurity
workforce in your region. This interactive
heat map provides a granular snapshot of
demand and supply data for
cybersecurity jobs at the state and metro
area levels, and can be used to grasp the
challenges and opportunities facing your
local cybersecurity workforce.

‘ﬁISharE |

National level

TOTAL CYBERSECURITY JOB OPENINGS @  SUPPLY OF CYBERSECURITY WORKERS @ GEOGRAPHIC CONCENTRATION @

299,335 Very Low Average

I CYBERSECURITY WORKFORCE LOCATION QUOTIENT

TOTAL EMPLOYED CYBERSECURITY SUPPLY/DEMAND RATIO

WORKFORCE @

—_— me D

Mational average National average

http://cyberseek.org/heatmap.htmi
Snapshot Sept 17, 2017

Search State C{

Click on a state or M5A for more info

Total job postings
81 -640
541 -1,396
1,397 - 1,852
B 1.553-3445
B :i46-7.245
B 7.245-11.088
B 1.083-35837

For the map data claz=Hication we ussd
guartiles method. For the location

guotient map we uzed manual breaks

TOP CYBERSECURITY JOB TITLES ©

Cyber Security Engineer

Cyber Security Analyst
Metwork Engineer / Architect
Cyber Security Manager /
Administrator

oftware Developer / Engineer
ystems Engineer

[ I T N |

ystems Administrator



http://cyberseek.org/heatmap.html

Oregon Trends in Cybersecurity

struggling to meet local workforce demand

Cyb e rsec u r i ty [ Metro Areas ] Total job openings ¥ Search State Q,

L

Click on a state or M5SA for maore info

Supply/Demand
Heat Map

Cybersecurity talent gaps exist across the
country. Closing these gaps requires

detailed knowledge of the cybersecurity Total job postings

workforce in your region. This interactive B1 - 640
heat map provides a granular snapshot of 641 - 1,395
1,397 - 1,852

demand and supply data for
cybersecurity jobs at the state and metro
area levels, and can be used to grasp the
challenges and opportunities facing your
local cybersecurity workforce.
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http://cyberseek.org/heatmap.html

Cyber Oregon

Oregon Day of Cyber, cyberoregon.com website launch and upcoming events

¥=¥ CYBEROREGON

” Oregon Day of Cyber, November 20t

% | seCURITYNEEDS -~ - e Location. Oregon Institute of

. . Lyber security Solutionsthabatchybur Blsincss £ Technolo gy, 27500 SW Parkw ay Av e
———— Wilsonville, OR 97070

/. ADVISERS ON ALL BUSINIIESE i

e Time. 10:00 am -- noon

KEEPING OREGON SAFE ONLINE * Agenda. | |
s e L 1. Cyber Networking and Job Fair

e, s ez r e dizen o toreear. Sellentesnue g g teb s, Mo inteecouere larssmm s e ulerices,
ot sUsCIpEt mndln et

e b i e s Tl S o b 2. Cyber Oregon Overview - TAO
3. Remarks by Governor Kate Brown
4. Cybersecurity Panel Discussion

mnentes, mapscetue ddleulins me

CAREERS : EVENTS

¥ TRAINING
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