From ina Dasl of
Senator Drian Boguist

New concerns are being raised that the nation's electrical grid and critical
infrastructure are increasingly vulnerable 1o a catastrephic foreign adtack - amid
speculation over whether officials are eveing a former Cold War bunker, inside a
Colorado mountain, as a "shield” against such a sirike.

North Amerncan Aerospace Defense Command is looking for ways o protect
itself in the gvent of a massive electromagnetic pulse, or EMP, altack — a
deliberate burst of energy that could disrupt the electrical grid and cripple
NORAD's ability to defend the nation.

"What it could do, these various threals, i1s black outl the 1.8 electric grid for a
protracted period of moenths or years,” warned Peter Pry, execulive direcior of the
EMP Task Foree, a bipartisan congressional commission. "Nine out of ten
Americans could die from starvation, disease and socielal collapse, if the
blackout iasted a vear™




‘The Task Force on National and Homeland Security is a

privately-funded and operated body with a mandate to edu-

cate and help protect the United States from the existential
threat posed by a natural or manmade electromagnetic
pulse (EMP) catastrophe and other threats vital to U.S. na-
tional and homeland security that imperil the survival of the

American people.

This visionary Congressional action — in the absence of tax-
payer monies — represents a critical precedent in what could
be properly termed "21st century national security.” In this
new era of fiscal austerity and deep, often debilitating, cuts
in defense spending, the Task Force presents a model for

the growing privatization of U.S. national security. Specifical-

ly, it permits private sector experts and former senior gov-
ernment officials to partner with Congress and other U.S.
policy-makers in marshaling highly-proficient views and ad-
vice on a range of EMP-relevant technical and operational
matters as well as concerning pressing security interests
such as proliferation, energy security, economic and finan-
cial warfare, missile defense and intelligence-related chal-

lenges.
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CONGRESSIONAL EMP CAUCUS:
Tusk Force on Netional and Homeland Security

We strongly endorse and approve the Task Force on National aud Homeland Security
as il partaing to Slectromagnetic Pulse (EMP) applications. This newly established task
foree is under the leadership o Dr, Peter Vincent Pry, ifs Executive Director, Dr. Pry
played a key role in establishing and serving on the Congressional Commission To
Asgess The Theeat To The Uniled States From Electtemagnetic Pulse Atlack,

We, as Co-Chairs of e Congressional EMP Caucus, support policies aml
legislation that whl protect against nuclenr, non-nuckear, and natwral EMP threats to the
exitical infrastructures of the Uniled Stales (hat sustain the ULS. economy and the lives of
the American people.

Unfortasately, no credible ofTicial body, like the Congressional BMP Conunission,
now exisls t infor and support the Congress on issues of national and homelaed
seourity related fo EMP,

Accordingly, n Tagk Foree on National and Homeland Secwity may serve, to the
extent possible, as a susrogate for the Congressiona] EMP Commission, hy providing
exper! views and advice on any and all teehrdesl, operutional, and policy matters of
relevance to BMP, Protection of the eritical infrastruciuses--including electsic powsr,
communications, transportation, energy, banking and finance, food and water--is 2 vary
broad challenge, Tssues for the Task Foree on National and Homeland Security include:
EMP, proliferation, energy security, financial fssues, missile defense, intelligence and
any other issues of relevance,

1Uis understond that, as there are no congressional monies available for the suppor
of the Task Force on National and Homelond Secuity, the Task Foree must be self-
sustaining by means of private coniributions of funding, labor, snd other suppord.

Sincerely,
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iMuimber of Congress
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THE OFFICIAL REPORT

The EMP Commission was established pursuant to title XIV of the Floyd
D. Spence National Defense Authorization Act for Fiscal Year 2001 (as
enacted into law by Public Law 106-398; 114 Stat. 1654A-345). Duties
of the EMP Commission include assessing:

1. the nature and magnitude of potential high-altitude EMP threats to
the United States from all potentially hostile states or non-state
actors that have or could acquire nuclear weapons and ballistic
missiles enabling them to perform a high-altitude EMP attack
against the United States within the next 15 years;

2. the vulnerability of United States military and especially civilian
systems to an EMP attack, giving special attention to vulnerability
of the civilian infrastructure as a matter of emergency prepared-
ness;

3. the capability of the United States to repair and recover from dam-
age inflicted on United States military and civilian systems by an
EMP attack; and

4. the feasibility and cost of hardening select military and civilian sys-
tems against EMP attack.

The Commission is charged with identifying any steps it believes

should be taken by the United States to better protect its military and

civilian systems from EMP attack.

Multiple reports and briefings associated with this effort have been
produced by the EMP Commission including an Executive Report (PDF,
578KB} and a Critical National infrastructures Report (PDF, 7MB) de-
scribing findings and recommendations.

The EMP Commission was reestablished via the National Defense Au-
thorization Act for Fiscal Year 2006 to continue its efforts to monitor,
investigate, make recommendations, and report to Congress on the
evolving threat to the United States from electromagnetic puise attack
resulting from the detonation of a nuclear weapon or weapons at high
altitude.




CRITICAL NATIONAL INFRASTRUCTURES

Additionatly, anafyses available fiom foreign sourves snggest that amplitudes and fre-
quency content of EMP fields fom bomb blagts calevlated by TS, analysts may e oo
ow. While this matler 5 o highly techusical {ssue that awaits finther investigation by U8
solentific axperts, it rabses the specter of increased vacertainty sbout the adequacy of
curgent U5, EMP nutigation approaches.

A ey isme for the Comumission i assessing fhe impact of such a disruption fo dre
Nation's efectnicaf avstemy was not only the vuprecedented widesproad natwe of the out-
age {e.g., the cascading effects fromy even one oy two velatively amall weapous exploded
i epticawan focation it space at present would almiost certainly shut dov an entire mter-
connected electrical power svsten, perhaps affecting as much as 70 percent or possibly
miore of the United States, all 10 an instant) but more significantly widespread dunage
may well adversely fmpact the time o recover and thus have a potentially catastrophic
impact.

For highly dependent systems such 25 conunercial felecomnmaications and the finan.
cigd systeny, efecttic power is frequently filtered through batteries. These aef to condition
the power as wall as to provide Himited backup. Loval, abasite emergency generators ae
used guite extensively for high priority toads, These include hospitals, cold strage, water
systents, adpert controls, 1ail contdle and shuilar wies. These gystenss, however. are
themsselves increasingly dependent on electronies to inibiate start up, segregate fhem from
the larger power system, and control thedr oparating efficiency, thereby readering them
vilnerable o EMP.

Furthermore, snsergency generators have refatively shotterm fuel supplies, generally
fess then 72 howrs. Iscreasingly, locally stored fiel in buildings mnd citfes is belug
reduced for fire safety (after 9/11) and environmental pollutien reasons, so fhat emer
geney generation availability seithont refueling is beconung even mom Hmited. Batteries
sormatly have a useful fife welf sheri of emergency generstors, often ineavnred in a fow
Beas, Adl of these fools for maintaining o stable and adequate power sppply, events high
pricrity foads, are intended to be femporary at best ~ bridging the time wutil restoration
catz take place.

The tnpact of such an EMPutriggered outage would be severs but nof catastrophic if
the recovery was rapid or the geographic impact sufficiently linsited. The recovery tines
from previows larze.scale outages have besn on the order of one to several doys. This
record of quick secovery is attribuiable to fhe remarkably effective oparation of protective
systems and comumusications that are an essential past of the power mfrastructure and the
amtiple seorces of replecemant components fiom surrcnnding nosimpacted systems. In
this context, o short Slackouwt scenano over o relatively small zeographic region would be
econonticaily painful. OF the more than $19 trllion U.S. Gross Domestic Product, abaut
three percent s elecivizity sales. However. estimates of economic foss from listorical
blackouts range from fHictors of ux (fur demestic customers) o 20 {Tor mdustrial nzers)
firues the value of the mtenupted service. By these wmeasitras, the econonue mmpact of an
sufage is betwesn 18 and 60 percent of total groduction in the alfected areq, Agnin, fhiy
estumate 15 for teasonably short-hived Blackouts, A sheat blackont presents no thizaf o
national survival.

On the other hand, a grogeaphically widesprend blackont that fnvolves physical damage
to thowsands of componenss may produce a persistent ondage (hat would for excesd his-
werical experience, with potentially catastrophic effect. Sinmlation work sponsored by the
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“The impact of such an EMP-
triggered outage would be severe
but not catastrophic if the recov-
ery was rapid or the geographic
impact sufficiently limited”

“On the other hand, a geographically
widespread blackout that involves
physical damage to thousands of
components may produce a persis-
tent outage that would far exceed
historical experience”



